OBLWECTBO C OFPAHUYEHHOW OTBETCTBEHHOCTbIO

"TCA-CepBuc"

Mogn. n pata

MHB. Ne

B3aum. nHB. Ne

Mopgn. n pata

MHB. Ne noan.

OKNnAa 2 26.51.70.190

©

YTBEPXIAIO

I'enepanbHbIil TUPEKTOP
000 «TCA-Cepsuc»
[Terpos C.B.

«01» nroasa 2021 .

Komnnekc nporpamMmHo-TexHu4eckum KBMHT-6

SCADA-cucrtema «KBuHterpatop»

[lnarHocTunka ceTmn u NpUNoXeHumn

PykoBoAcTBO nonb3oBaTens
MNeain.421457.009 N3.11

MockBa
2021




Conep:xanue

I = 72 T=Y 1 1= 7 - OO 3
7 7 (2 Lo 1T Yo = - 1 T - N 3
2.1 (0223 {3 =T T = RSP PPSPSPURSPRPRRY 3
211 (O 1% To] o I 7Y 1 PSPPSR 3
2.1.2 BEPKATO KOHTPOTITIEPA ...euiriiiieeeeeeeeeitereeeeeeeeeeeataeeeeeaeeeaaaasssaeeeaaeeaaaastsseeeaeaeaeaasbssereeaeeaeaanns 3
2.1.3  AHaNU3 CTATUCTUKM PAOOTBI CETM....uuueiiieeeieiiiiiieeieeeeeesettreeeeaaesesassssseeeaaessssnsssseeeeaesessnnssnsenes 4
214  OB30p CETU CUHXPOHMUSIALMM BPEMEHM .....ueviieeiiiiieeeiitieeeeateeeeeateeeeaambteeesaneeeeeeneeeesaneeeeeennees 4
215  0630p CETU ME3OH-KOHTPOSITIEPOB .. .uvvreeiurieeeeistereesateraesaseeeessasseesssasseeesansseeessssseeessnsseeessnsees 4
2.2  PabOTa C NMPUIOKEHUSIMMU ........cceuuureeeeeeeeeeeeititeeeeeeeeeeeeetataeeeeaaeesaaasssaeeeaaaeeasassbsseeeeaaseesaasbsreeeeaasaesanns 5
2.2.1 MOHUTOPUHE KOMIIBIOTEPA ...ceieieeeeeeeeee e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e 5
2.21 (@ 1o o I o= ) [P ERPR 7
3 CnpaBKa MO MHTEPMENCY MOTTb3OBATE I . .uumerererrssssssssmnrrrsrsssssssssnessesesssssssssssssessssssssssansnsesssssssss 7
3.1 g E= =T o= o o TP 7
3.1.1 [TAHENB KOMMBIOTEPOB ... .cccieiieeeeeeeeee e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e aeaeees 8
3.1.2 [TAHEITD CETU YCTPOMCTB ..eeiieeeiiiitiieeeeeeeeeeettteeeeaaeeeseasesaeeeaeeeeassssssseeeaeessaasssssneeeeeesesannrsaneeaaens 8
3.1.3 e ToTo LR == o o 1SS 9
K I O 1 o 4V o = = L PSP PP PP UTRPPPN 10
oG T A 1 = 3 (o] IO PPN 10
3.21 [ F=Ton oo )7 7e= T £ =Ton K] = I o = 1 R USRS 10
3.2.2 [ (0] 17 I T o = o oSS 11
© 3.2.3 HaCTPOMKA OKHA TPACCUPOBKN. .......eeeeeiaeeeeiaiiieeeeaaaeeeaaaeaeeeeaaaeeaaaanneeeeeeaaeeaaannnenneeaaeeeaaannneees 13
& TR S 7= 1 4=/ s c- IO 13
Z 3.3.T  TECT OBBOP COTU ..ttt ettt r e bt e e et e s h e e s e e et e e e e e nre e saee s 13
=}
E 3.3.2 MHGOPMALMOHHDBIE COOBLLIEHMST ...vvveeiieeeeeiiiiiieeeeeeeeeeettateeeeeae e e s atsbeeeeeaeeesansnraneeaaaeeeansnnrens 17
3.3.3  TeCT 3EPKATO KOHTPOIIITEP@ ... uteeeeeiutiieeeiteeeeeaatteeeeaaueeeeesauteeeesanbeeeeasbeeeessasseeesaaseeeesaanneeeesanee 17
3.3.4 Brnoku cuHXpoHU3aumMm BPeMEHN (BCB) .........oiuiiiiiiiiiee e 18
2 3.3.5 Y oY To e o) T oo 1T =T o Nt 19
E 3.4 MOHUTOP MPUIIOMKEHMM ......eeveeeeeeeeeeeseeeeeeseeeee e eeees e e e e eeeteseeeeseseeeeseeeeseseeeetes e et seeeeseseeeeseseeseneneees 20
3.4.1 CoeanHEHNE C MOHUTOPOM TMPUITOKEHUM .......uvvveeeeeeeieiiiieeeeeeaeeeeesasreeeeeaesesassnraeeeeaesssansnseees 20
3.4.2 (0% To] o I eT) 17 SRR 22
2 JINCT PErNCTPALINM NBMEHEHMM .....eeeeereeeeeersssnneessssneessssnsesssssnsessassnsessassnsesssssaseessnssnsessasansessasansessasanes 24
z
=
s
=
©
[52]
m
©
|_
©
=}
=
S
2 MNoan.421457.009 13.11
MaMluct] Ne gokym Mogn. OaTta
Pa3spab. | TypkuH . Jlnt Jlnct | Jluctos
c Komnnekc nporpaMmMHoO-TeXHU4Yeckuin KBUHT-6.
g Mpoe. |3apunos ol | 2 24
e SCADA-cuctema «KBuHTerpatop»
ol
o .
o H.koHTp | Bouapos AwarsocTuka ceTn 1 NpUnoXeHni. 00O «TCA-Cepsuc»
§ PykoBoacTBo nonb3oBartens.
YTBepa.. |lMeTpoB




Mogn. n pata

MNHB. Ne

B3aum. nHB. Ne

Moan. n pata

MuB. Nenogn.

1 BBeaeHue

[aHHoe nporpaMMHOe MpPUNOXEHNE SIBMSETCS WMHCTPYMEHTaNbHbIM [MArHOCTUYECKUM CPELCTBOM,
MO3BONSOLWMM OLEHUTb WHEOPMALMOHHYK AOCTYMHOCTb BCeX abOHEHTOB CETU B COCTaBe MpoekTa
ACY TI1, BbINONHEHHOrO Ha Ga3e MporpaMMHO-TEXHUYECKOro komnriekca KBUHT-6 (oanee B Tekcte —
KBUHT).

C nomoLLbio 3TOr0 MHCTPYMEHTa MOXHO AMarHOCTUpPOBaTb CETEBOE OKpyXeHue abOHEeHTOB B COCTaBe
npoekta u paboTy 3anyLeHHbIX NPOrpaMMHbIX MPUMOXEHUIN KaK B Nepuoabl Hanagku, Tak U BO Bpems
wtatHon pabotel ACY TT1.

B o6wem Bnge MHCTPYMEHT NMO3BONAET NPOBEPUTL BbINOJTHEHWE CrieayroLWwnx (byHKLI,MI7IZ

—  AMarHocTuky ceteBoro noaknoyeHus Lnwo3os 1 PeMUKOHTOB (PEMUKOHT — hupMEHHOE
Ha3BaHMe NporpaMMmupyemMoro KoHTponnepa KsuHta);

— 0630p nogknto4YEHHbLIX aDOHEHTOB K ceT, Bkrtodas Lnto3bl, PeMUKOHTLI, Me30H-
KoHTponnepbl (Me30oH-KOHTponnep — cepBep BbINOMNHEHWSs, paboTaloLmili Ha KOMMAKTHOM
ofHonnaTHOM KomnbloTepe), Paboumne ctaHuum u Bnok cuHxpoHusauum BpemeHu (BCB);

— yAanéHHasa anarHoCTuKa 1 yrnpasneHne nporpamMmmMHbIMu NnpunoxeHnamm KBuHTa, sanyLeHHbIM1
Ha Pabouunx ctaHumax.

2 Hcnosb3oBaHUe

[aHHbI pasgen coaepXuT onucaHne OCHOBHLIX (PYHKUWUIA Nporpammbl ¢ METOAMKON UX UCNOMNb3OBaHMS.
Ona gocrtyna K KOHKpeTHOW doyHKUMK packponTe pabouyto BepLunHy AepesBa Ha lMaHenu koMmnbloTEpOB
(cm. 3.1.1) wnn MaHenun cetn yctpoucTB (cM. 3.1.2) M BOCMOMb3YNTECH COOTBETCTBYHOLMMM
KOMaHAamu, AOCTYMHbLIMWU B paboyeM OKHE M rMaBHOM MEHIO Nporpammsbl.

2.1 Cetb KBUHTA

Pasgen cogoepxuT nHpopmaumio No AUarHOCTUKE U TECTUPOBAHUIO CeTeBbIX NoaknioveHun KBuHTa co
cneumanuM3mpoBaHHbIMM YCTPOMCTBAMW, OOCTYMHbIMU Yepe3 noakntodeHne no cetn Ethernet. K Hum
oTHocaTcs Wno3bl, PeMukoHThl, Bnoku cuHxpoHusauumn sBpemeHu (BCB) 1 Me3oH-kOHTponnepsbl.

2.1.1 0630p ceTu

TecT ncnonb3yeTtca Ans nosnyydeHnst obien kapTuHbl 0 paboTe 1 JOCTYyNHOCTM ceTu KBMHTaA CO CTOPOHDI
nokanbHOro KomnotoTepa. lNpu npaBUSIbHOM HACTPOWKE CeTM M annapaTHOM KOHurypauum ceTeBblX
COeAMHEHMI BCe TeCTbl OOIMKHbI MpoxoauTb "rnmagko”, a aHMMmaumsa ob3opa cetTu 6e3 nepemurmBaHus
pa3HbiMy LBeTamu. [1ns1 3anycka Tecta O630p ceTu BbINOMHUTE CriedyoLine OencTBUS:

1 Ortkpoinite naHenb CeTb yCTPOMUCTB, BbiOpaB B 3aknagke MpunoxeHune nyHKT CeTb YyCTPOMUCTB.

2 B naHenu CeTb YCTPOWUCTB packponTe BepLunHy aepesa LLUno3bl n koHTponnepsl. B pabouen
YacTu rNaBHOro OKHa NOSABUTCS 3aknaaka LLno3bl n koHTponnepsbl (pUCyHok 1).

3 Bbibepute nyHkTbl O630p cetu (cMm. 3.3.1) nunu UHdopmaumnoHHbIe cooblieHuns (cm. 3.3.2).

4 [ns 3aBeplueHus paboTbl C TECTOM HaXMUTE Ha KHOMKY 3aKpbITUsi pabovero okHa.

Mocne oTkpbITMS NyHkTa LUNKO3bI U KOHTpONMeEpbl MO Mepe nonyyvyeHus uHgopmauum naHens CeTb
ycTponcTB GyaeT 3amnonHATbCA CCbifkaMu Ha umetowunecs LWUnto3bl M KOHTponnepbl. OTW BePLUMHbI
JepeBa MOryT UCNOMNb30BaTbCA AN 3anycka TecToB 3epkano KoHTponnepa (cm. 3.3.3).

MpumeyaHmne - Vmewwumecss B cetn LUno3bl nokasbiBalTCA aBTOMATUMYECKM TOMbKO B Mpeaenax
cermMeHTa (MnNM CErmMeHToB) CEeTW, B paMKax KOTOpbIX gonyckaetcss obmeH multicast coobweHusmm
npotokona IP. Ecnu ycrnoBue He cobnogaeTcs, To HE06X0AMMO LMH03bl A406aBNATL BPYYHYHO, UCMNOMb3YS
MEHIO MO MPaBOW KHOMKE MbILLIN.

2.1.2 3epkKajio KOHTpOJLIEepa

Tect MCnonb3yeTcda AOnd NnpoBEpPKU yCTOI7I'-IMBOCTM CBAI3M C KakuMm-nmbo KOHTpOepoMm. B otnuune ot
TecTa 0630p CeTM MNO3BONAET KOHTPOJINPOBATb NOTEHUMAIIbHbIE owmnbkM B 06MeHe gaHHbIMU.
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Onsa 3anycka Tecta 3epKano KOHTpoOnepa BbiNONIHUTE cneaywuime OEenCTBuUS:

1 3anyctute Tect O630p ceTm.

2 lNopoxauTe, Noka B NaHenu ceTu yCTPONCTB NoA BepLuHon LLn3bl 1 KOHTponnepbl He
nosisutcsa Tpebyembin LLUNo3 n koHTponnep.

3 Ecnu WUnto3 He nosiBnsieTcs, TO Yepes nokanbHoe MeHo gepesa nobasbTe IP-agpec wnio3a
BPY4HYIO.

4 PackpoiiTe COOTBETCTBYIOLLYIO BEPLUNHY AepeBa. [1pu aToM nosiBuTCA paboyee OKHO TecTa
3epkano koHTponnepa (cm. 3.3.3).

5 To 3aBepweHnn paboTbl 3aKkponTe paboyee OKHO.

2.1.3 AHa/M3 CTaTUCTHKHU PaGOTHI CETU

an 3anycke nodbIx CceTeBbIX TECTOB CTaHOBUTCA OOCTYNHbIM NYHKT
Cetb KOHTpoOnnepoB | CtaTncTmka B rmaBHOM MEHIO nporpamMmmsbl.

OTKprBaeMoe npu Bbl60pe aToN (byHKLI,I/II/I OKHO npegHa3Ha4YyeHo Ansa 0To6pa>|<eH|/|;| COCTOAHNA TEKYLLNX
CeTeBbIX COEAMHEHNI MO BCEM CETAM, a Takke CTaTUCTUYECKON I/IHd)OpMaLl,I/II/I no 06meHy AJaHHbIMU C
KOHTpoOmnnepamMmu.

2.1.4 0630p ceTH CUHXPOHHU3AIMU BpeMeHHU

TecT ncnonbayetca ans ob3opa paboTtbl B ceTn Brnoka cuHxpoHusauum BpemeHu (BCB), Bxogsuero B
Cucrtemy eauHoro BpemeHnu (CEB).

[ns 3anycka TecTa BbINOMNHUTE crieaylowmne AencTBus:

1 OrtkpouTe naHenb CeTb yCTPOMUCTB, BbIOpaB B 3aknaake NpunoxeHune nyHKT CeTb YCTPOUCTB.

2 Packponte BeplnHy aepesa CMHXpoHU3auus BpemeHu. B paboyeli yactu rnaBHOro okHa
noseuTcs 3aknagka BCB (cm. 3.3.4).

3 [Ona npocmoTtpa nogpobHON AnarHOCTUKM paboTbl YCTPONCTBA LLENKHUTE NEBON KHOMKON MbILLIN
Ha anemeHTe o63opa. [Npn 3TOM B HIDKHEN YacTu OKHa ByaeT BbiBeaeHa noapobHasi
WMHpopmaumsi o paboTe yCTPONCTBaA B pearibHOM BPEMEHW.

4  [1ns 3aBeplueHus paboTbl ¢ 0630pOM HaXXMUTE Ha KHOMKY 3aKpbITUs paboyvero okHa.

MpumeyaHue - Mmetowmecs B cetn BCB nokasbiBaloTCA aBTOMaTMYECKM TOMBKO B Npegenax cermeHTa
(v cermeHTOB) ceTun, B paMKkax KOTOpbIX gornyckaetca obmeH multicast coobuwieHnsimmn npotokona IP.
Ecnu ycnoeue He cobntogaeTcs, To Heobxoanmo BCB fobaenaTh BpyYHyH, MCMOMb3ys MEHIO MO NpaBoi
KHOMKE MbILLWN.

2.1.5 0630p ceTu Me30H-KOHTPOJLJIEPOB
TecT ncnonbayetcs anst 063opa paboTel Me3oH-KOHTPOMNNEepoB B CETU.
[ns 3anycka TecTa BbINONHUTE crneaylowme AeNCTBUS:

1 Otkpoinite naHenb CeTb yCTPOMUCTB, BbIOpaB B 3aknagke NMpunoxeHne nyHKT CeTb YyCTPOUCTB.

2 PackponTe BepwnHy gepeBa Me3oH-KOHTponnepbl. B pabo4yen YacTv rmaBHOro OkHa NosiBUTCS
3aknagka MesoH-koHTponnepsbl (cm. 3.3.5).

3 [na npocmoTtpa nogpobHON ANarHOCTUKM paboTbl YCTPOMCTBA LLENKHUTE FNIEBOI KHOMKOW MbILLIM
Ha anemeHTe 063opa. [pn 3TOM B HDKHEN YacTu OKHa byaeT BbiIBooMTCA nogpobHasi
WMHpopmaumsi o paboTe yCTPONCTBaA B pearibHOM BPEMEHW.

4 [1ns 3aBeplueHus paboTbl ¢ 0630pOM HaXXMUTE Ha KHOMKY 3aKpbITUs paboyvero okHa.

MpumeyaHue - Nmewwmecs B ceT Me3OH-KOHTponnepbl NOKa3biBalOTCS aBTOMAaTUYECKUM TONbKO B
npegenax cerMeHta (MnNu CermMeHToB) ceTW, B paMKax KoTopbix Jonyckaetcda obmeH multicast
coobueHuamu npoTtokona IP. Ecnu ycnosue He cobniogaetcs, T0 Heobxoammo Me3OoH-KOHTponnepsbl
[06aBNATb BPYYHYHO, UCMOMb3YS MEHIO MO MPaBoOW KHOMKE MbILLN.
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2.2 Pa6oTa c npu10XKeHUusAMU

[aHHbIn pasgen cooepXut uHopmauuilo O npasunax MNpPUMEHEHUS HacTosWwen AnarHOCTUYEeCKon
nporpaMmbl B ka4yecTBe knneHta MoHuTopa npunoxenum (cm. 3.4).

MOHUTOp NPUIIOXKEHUI MO3BOSIAET JIOKaNbHO M yAANEHHO yNpaBnsaTh NPOrPaMMHbLIMU MPUMOXKEHNSIMM,
3anyLeHHbIMU Ha KomnbloTepax Pabounx cTaHuui KBMHTa M AMarHocTupoBath ux pabory.

2.2.1 MOHMTOPMHI KOMIBIOTEpPA

2.21.1 CoeguHeHHe

[na onarHoCTUKM 1 ynpaBneHus NPUMoXeHUsIMU Ha KOMMboTepe HeOBXOAMMO YCTaHOBUTL COeaAnHeHne
¢ cepsepoM MoHuTOopa npunoxeHun (cM. 3.4.1). [ina 3Toro BLINONHUTE cneytowmve 4encTBUs:

— AnA nokanbHOro coegnHeHusA paCKDOﬁTe BEPLUMHY AepeBa B NaHenn coeguHeHUN SToT

KOMNbIOTEP, ANS yAanéHHoro coeamHeHns packpoiite CeTeBoe OKpy>KeHWe [0 YPOBHS
KOMMbIOTEPOB, 3aTEM PaCKPONTE BEPLUMHY C UMEHEM HY)XHOFO KOMMbIOTEPA;

—  eCcnv KOMMNbHTEP UMW AOMEH He BUAHbI B CMUCKE, TO, BbIAENAS COOTBETCTBYHOLUME BEPLUMHbI
JepeBa Ha YPOBEHb BbILLE MPABOW KHOMKOW MbILLW, B KOHTEKCTHOM MEHI0 BbiGEpUTE NMYHKT
O6HOBUTD;

—  MOocre pacKpbliTUS COOTBETCTBYIOLLEN BEPLUMHbI AepeBa NosiBUTCS pabovee OKHO CoeaUHEHNS.
NcnonbayiiTe rnaBHOe MEHIO U MHTEPIENC NONb30BaTENS OKHa C AAaHHBIMU COEAMHEHUS (CM.
pasgen 3) Ans BbINOMHEHUS HYXXHbIX MaHUMNYSILNIA;

— nocre BbINOSHEHUs TpebyeMbIX PYHKLNIA 3aKPONTE COEANHEHUE, UCTIONb3YS KHOMKY 3aKpbITUSA
paboyero okHa.

MpumeyaHusa

1 BOnbWWHCTBO OYHKUMIA OOCTYNHbI TOMBKO, €Cnu coeguHeHne 6bino ycnewHo yctaHosneHo. Ownbkum
COeINHEHMS BbIBOAATCHA B COOTBETCTBYIOLLYIO MaHeNb NPOTOKONa COeAMHEHUN rMaBHOro OKHa.

2 MoxHo OTKPbITb Cpa3dy HEeCKOJ1bKO COEOVHEHNN C pPa3HbIMK KOMMbOTEPAMWM MO OMNMWCaHHOWN BblILLE
MeToaUuKe.

3 lMpwu oTcyTCTBUM NpaB NOAKIOYEHNE HEBO3MOXHO.
2.2.1.2 /IuHaMuU4yecKas HacTpoMka MoOHHUTOpa NpPU/IOKEHUH.

B HekoTOpbIX cryyasix MoxeT noTpebGoBaTbcs WTepaTVBHOE W3MeHeHMe HacTpoek MoHuTopa
NPUNOXEHWUN, NMoka He MONyYNTCH OXKnaaemblil pesynbTart.

Ona aTvx uenen cneayeT wcnonb3oBaTb MeHio HacTpolka no npaBoit KHOMKE MbIlWKM B NaHenw
COE€VNHEHUI:

- BbI3oBUTE MeHio HacTpoiika, WEnkHyB NpaBoii KHOMKOWM MbILUV Ha BbiAENEHHOM KOMMbLIOTEPE;

—  OTpeaakTupyiiTe HacTponku n HaxxmuTe MpumeHnTb 1 Ok B Nporpamme HacTpoiku
MoHuTOpa NPUNOXEeHUN;

—  BbI30BWTE B rMaBHOM MeHto nyHkT MpunoxxeHue / O6HOBUTL KOH$Urypauuro. BeplivHa
KOMMbloTEepa AepeBa B NaHenn coeanHeHun AomkHa 6biTb packpbiTa. Ecnv y Bac HeT npas unu
Bbl MEHSMM HAaCTPOVKM 6e3onacHOCTK, BbiIOepuTe B IMaBHOM MEHHO MYHKT
MpunoxeHue / NMepe3anycTutb cnyxoy.

2.2.1.3 OyHKIIMU
2.2.1.3.1 AHa/sIM3 COCTOAHMA 3aNyIeHHbIX NPUJI0XKEeHUMN
Tabnwuua B paboveM okHe coeguHeHUs oTobpaxaeT TekyLM cTaTyc npunoxeHus. MoapobHee cMm. 3.4.1.

2.2.1.3.2 JuarHocrtuka pa6oTsl

Onsa avarHocTvkn paGoTbl NPUIOXKEHWUIA BbigenuTe BHU3Y 3aknanky Bce paHHble okHa CoeguHeHue ¢
MOHWUTOPOM NPUIOXKEHUA.

OTO OKHO MOKasblBaeT ONAarHOCTUYECKUA BbIBOG UHGOPMaLMM BCEX 3amnyLUEHHbIX MPUIOXEHWN, a Takke
npoTtokon pabotsl MoOHUTOpa npunoXxeHun. Bug BbIBOOMMONM MO MPUITOXEHUAM MHGOPMaLUK 3aBUCUT
OT KOHKPETHOWN NPOrpaMmebl, a Takke OT HACTPOEK OTIIag0YHOM nevaTw.
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MpoTokon MoHuUTOpa NpuNoXeHWn - 3TO cnyxebHasa WHDOpMaLMs, HaMpsAMYK He CBA3aHHas C
paboTaloWmMn  NPUINOXEHUAMM, HanpuMmep, NPOTOKONMpoOBaHMe coeauHeHuini ¢  MoHUTOpoM
NPUNoXeHUI, Nnepesanyck NnporpaMmm, 0GHOBMNEHME KOHUrypauum v T.4.

Ons nokasa Tonbko npoTokona paboTtbli MoHuTOpa npunoxeHui BbiGepute 3aknagky lNMporokon
cepsepa. [ina aHanu3sa nctopun pabotsl MoHMTOpa npunoxeHuit Boibepute 3aknaaky JKypHanbl.
Mcnonb3yiiTe COOTBETCTBYHOLLME KHOMKM NAHENW MHCTPYMEHTOB ANst MaHUMYISALMKU C XXypHanamu paboThl

MoHuTOpa npunoxeHun. Bbl MoxeTe 3arpy3uTb dann XypHana, UCKaTb HYXXHYK MHOpMauMio unm
COXpPaHWTb NOoSyvYeHHbIM doarn Ha fiokanbHbIN UCK A8 AanbHenwero aHanusa.

2.2.1.3.3 OGHOB/IeHHE KOHJUrypanuu

[na yyeTta M3MEHEHUN B HACTPOMKAxX MOHUTOPA NMPUITOXKEHUA HEeOOXOOAUMO BbI3BaTb B F1ABHOM MEHH

nyHkt CepBep / O6HOBUTbL KOHPUrypauuio nnv Cepsep / Mepesanyctutb cnyxby. Pasnuua
MeXay 3TUMU PYHKUUSMU CreaytoLuas:

— obHoBneHue KoHdUrypawumm He 3aKkpbiBaeT akTUBHble coeauHeHVsi ¢ MOHUTOPOM NPUOXEHUN;

— obHoBneHue KoHdUrypawmm NponNCxXoauT ¢ npaBamu knneHta MoHMTOpa NPUNOXEHUN, B TO
BpeMs Kak Ansi nepesanycka MoHUTOpa NPUoOXeHUn HyXXHO UMETb NpaBa NoKanbHOro
aAMUHUCTPATOpa Ha yaanéHHOW MalUvHeE;

— cnyxby MOXHO nepesanycTtuTb 6e3 ycnewHoro nogkntodeHns kK MoHUTOpy NpuUnoXeHUn.

PekomeHayeTcsa Bcerga ucnonb3oBaTb 0b6HOBMNEHME KoHurypauun. Micnone3dyite nepesanyck cryxosbl,
TONMbKO ecnn MeHsieTcs HacTpoyika 6esonacHocT MOHMTOpa MPUIIOXKEHUW B CTOPOHY OrpaHuMyeHus
[ocTyna, unu ecnu NpomusoLllén kakon-nnbo cbomn. MNMepesanyck cnyxbbl He TpebyeT npeaBapuUTEnbHOrO
3anycka. Ecnn cnyxba 6bina HeakTMBHaA, TO OHa MPOCTO 3anyckaeTcs. Takke Heobxoaumo
nepesanyckatb cnyx0by, ecnn y Bac He Gbifio NpaB Ha NOAKMOYEHME, a MPOrpaMMON HACTPONKN Takune
npasa ObINn AaHbl (ecnv npaBa OblM gaHbl NOMb30BaTeNeM, MMEHLWMM NPaBo Ha MOAKMYEeHMe, TO
[0CTaToOYHO Bbi3BaTb OOHOBEHNE KOHUIYpaLUmn CO CTOPOHbI 3TOTO NONb3oBaTens).

Bbirpyska yxe 3anyLLeHHbIX NporpamMM 3aBUCWUT OT HacTpoek MoHuTopa npunoxenui: Bbirpyxatb

npunoxxeHusa n OguH 3ksemMnaap.
2.2.1.34 BJIOKMpPOBKAa MOHUTOPUHTA

B HEKOTOPbIX Ccrny4asax Heo6xoaMmo BpeMeHHO 3anpeTuTb KOHTPOJ1b MOHMTOpa an.HO)KeHVIﬁ 3a
BbIMONTHAEMbIMU NPUITOXEHUAMMWN.

Ona atoro ucnonb3yite nyHKT rnasHoro meHio CepBep / Pa6ota / Bxarountb nnu CepBep /
Pa6ota / BbikitounTb.

[aHHas HacTporika NOCTOAHHAs U COXpaHAeTCHa A0 TeX Mop, noka He GyadeT sIBHO 3aJaH HOBbIN PEXUM
6nokuposku, gaxe ecrnv Windows unu MoHuTop npunoxeHun 6yayT nepesanyLleHbl. [lomumo npas Ha
nogknovyeHne Kk MOHUTOpPY NPUIOXEHUMW HYXHO MMEeTb MpaBa foKafbHOroO agMuHMUCTpaTopa Ha
yAanéHHoOM KoMMbloTepe.

2.2.1.3.5 3anyck npouneccos

MoMUMO ynpaBneHns MPUOXEHUSIMU, CKOHDUIYPUPOBaHHLIMK B HacTpolikax MoHUTOpa MpuUnoXeHui,
MOXHO co3aaBaTb AMHaAMMUYeCcKne NpoLecchl.

Ons 3anycka AvMHamuuyeckoro npouecca BbiGepute B rnaBHoMm MeHio nyHkT Cepsep / 3anyctutb
HOBbI NPOLECC 1 B COOTBETCTBYIOLLEM Anarore 3ajante napaMeTpbl 3anycka.

2.2.1.3.6 IlepeksoueHue pa6o4YUuX CTOJIOB

HekoTopble MPUIOXKEHUs MOFyT 3amnyckaTbCs Ha pasHbiX pabouymx cTonax, YTo MOXeT MoTpeGoBaTtb WX
nepeKnoYeHus.

Ansa nepekntoyeHus BoibepuTe B rmasHoM MeHto NyHkT CepBep / MepekntounTtb pabounin cron. [ins
nepeknoYeHunst paboumx CTONOB 4OCTaTOYHO MMETL MPaBO Ha noAknioyYeHne kK MOHUTOpPY NPUIOXeHUNA.

2.2.1.3.7 Ilepe3anyck Windows

Ona nepesanycka Windows Bbibepute B rnasHoM meHto nyHkT CepBep / Mepesanyctutb Windows.
Mepesanyck Windows no aTo KOMaHAe He rapaHTUpyeT COXPaHHOCTb AaHHbIX.
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2.2.1.3.8 PyHKI MU ynpaB/IeHUsA POl ,eccaMu
311 pyHKUMM noapobHo onncaHbl B 3.4.1.

2.2.1 0630p ceTu

0O630p cetn Paboumx cTaHUun No3BONSIET OOQHOBPEMEHHO HAbnoaaTh 3a NPUNOXEHUSIMU, 3amyLLEHHbIMU
Ha pasHbIX KomnbloTepax (cMm. 3.4.2).

Onsa BbiGopa dyHKUMM OTKpoiiTe BeplunHy O630p ceTn paboumx CTaHLUW Ha NaHeNV KOMMbIOTEPOB.
Mocne oTkpbITUA paboyero okHa ob630pa pacKpoMTe CETEBOE OKPYXXEHWEe B MaHenM KOMMbTEPOB A0
YPOBHS1 KOMMbIOTEPOB U, HaXaB Ha KOMMNbKOTEPE NEBYH KHOMKY MbILW (HE OoThnyckasa e€), nepertaiiure
KOMNbOTEP B OKHO 0630pa. MNpn npaBuibHOM BLINOSTHEHUM AEUCTBUIN B Tabnuue okHa o63opa nosiBuTcs
BblBpaHHbI KOMNLIOTEP.

KOMI'IblOTep Takke MOXHO Jo6aBUTb, ncnonb3ysa nokaribHoe MEeHKo Tabnuubl.

Ona ypnaneHuss KOMMblOTEpa BblAENUTE COOTBETCTBYHOWY CTpoKy B Tabnuue u Haxmute Del.
CocTosiH/e NporpamMm KOHTPONMpYeTCs Mo LBeTam syeek Tabnuubl.

MpumeyaHus

1 Ownbkn coeduHeHUs C KOMMbIOTEpamMKu Bcerga BbiBOoAuTCS B naHenb lpoTokona coeavHeHui
rMaBHOrO OKHA.

2 OKHO AMarHOCTMYEeCcKoro BbiBOAa 0630pa CeTu MokasblBaeT TOSbKO OMAarHOCTUMKY paboTbl CepBepoB
MoHuUTOpa npuUNoXeHU Ha BbiOpaHHbLIX KOMMblOTepax. BbiBoAd WHGOpPMauuM OT  3anyLeHHbIX
NPUIOXEHWI He BbIMOSTHAETCS.

3 Bbl6paHHbIe KOMMbIOTEPbI COXPaHATCA NPU BbIXOAE U3 NporpaMmebi.
3 CnpaBka no uHTepQeicy nojib3oBaTe s

3.1 I'maBHOE OKHO

(MaBHOE OKHO OMarHOCTU4ECKOWN nporpamMmmbl NOKa3aHO Ha PUCYHKe 1.

CeTe Ban OMarHOCTHHA

Mpunokedne  CeTk KOHTpOMNEpoE  Mpunowenka Mpouecc  Cnpaseka

IToT KDManJTEp| g kX

CETE KOMNLHITE0E ofx

ty - MprnomeHns |?§ Bre npouecce
L £

* ;-é CeTeB0s okpy#eHme (DNS)

& OB30p ceTH paboumx CTaHUMA

CeTh YCTPOHCTE Oofx | Bce galHbie | MpoTokon cepeepa | .\K'\uprﬂ:rlml

®H LLntoskl M KoHTpONREPE! | MpOTOKON COBAHHEHHE o
33 BB 15:09:18:45[C c3rork ep} C:
B8 MesoH-KOHTPONNEDE! 15:09:19:43[C cArork ep} C
15:09:20:42 [T c3Irtork ep} C:
15:09:21:40[C: cItork epl C:
15:09:22-39[C cIrork ep} C:

~

< >

PucyHok 1 - OkHo CeTeBass AuarHocTuka

CneBa HaxoauTcs NaHernb KOMMbIOTEPOB M NaHesb KOHTponrepoB. OHM SBNAETCS OTNPaBHOW TOYKON Ans

BCeX (pyHKUMI nporpammel. BHu3y HaxoamTcsi naHens MpoTokona coeaMHeHUM (OKHO XypHana), Kyaa
BbIBOOATCS OLWINGKM coegmHeHun ¢ MoHUTOpOM npunoxeHun. Ecnv naHenb 3akpbiTa, TO NPU NOSABNEHUN
HOBOW OLUNGKM OHa OTKpbIBAETCH aBTOMaTtuyecku. [aHenu MOXHO chnpsaTaTh, HaXaB KPeCcTUK B NpaBoM
yrny 3aronoBka naHenu unu nepeTawimTb UX B Apyroe MecTo rMaBHOro OKHa, HaXxaB U yAepXuBas Mblllb

Ha 3aroJioBKe. CI'IpSlTaHHbIe naHesin NokKasblBaKTCA Yeped NYHKT rnaBHOro MeHw anII'IO)KEHVIe.

OkHOo npasee naHemnu coeaVHEHWI Ha3bIBaeTCcA paGquM OKHOM N COOepXUT AaHHble aKTUBHOWN (byHKLI,I/II/I
(B AJaHHOM TMpumMepe, d)yHKLI,VIH ynpaelieHna n AnarHoOCTUKU MOHMTOpa npvmo>|<eH|/||7| Ha JoKalibHOM
KOMI'IbIOTepe). MaHMI'IyJ'lFlLI,I/II/I C [AaHHbIMU Bbl6paHHOIZ (byHKLI,I/II/I nporpamMmmMbl  BbIMOJTHAKTCA 4Yepel
COOTBETCTBYHOLWLME MYHKTbI MaBHONO MeEH Ui MHorga yiokaJibHoOro MeHro OKOH TeCTOB. bornbwas yactb
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NYHKTOB MaBHOMO MeHK CTaHOBUTCA ,El,OCTyI'lHOIZ TOJ1IbKO Mnocne Bbl60pa COOTBETCTBYHKOLLEro Tecta unu
CoeMHEHUA.

3.1.1 [IaHesib KOMOIBIOTEPOB

Ha pucyHke 2 npuseaéH npumep navenu CeTb KomnbrOTEpoOB. Ecnu oHa He BuaHa, TO cregyet
y6eauTbes, UTO B FMaBHOM MeHHo BktouéH nyHkT MpunodxeHue / CeTb KOMNbIOTEPOB.

CeTe Ban oMarHoCTHHA

MpMnokeHe  CeTk KOHTRONNEPOE  [IPHMAOHEHHA

= \3 CeTRBOS OKPYHEHHE J i
! @ Bcacers

i # i_’ Microsoft Windows Mebwaork|

= ‘-3 CeTepos okpyeHme (DNS)

o ey soft

@y kvint.local

: 33 paligon.local 8
& ‘BE Of30p ceTH paboumy CTaHLMA B |mp | |
|-|-|DDTDKD.1]I G
15:10:58:0 A
15:10:59:«
15:11:00:¢
| 15:11:01:2
o | 2] 15:11:02:=

v
CeTk YCTPOHCTE oq x| % >

PucyHok 2 - NaHenb CeTb KOMNbIOTEPOB

Bce BepluuvHbl gepeBa fenatca Ha ABe rpynnbl:  paboune n Hepaboume. lNMpu packpbiTm paboden
BEPLUUHbI aKTUBMPYETCA COOTBETCTBYIOLLAA (OYHKUMA MporpaMMbl U CO34AETCA HOBOE OKHO [AaHHbIX
paboyero okHa, ecnu (pyHkUMs He Oblna akTuBMpoBaHa paHee. [ns AeaktuBauum yHKUMKM crnegyet
ucnomnb3oBaTbh KHOMKY 3aKpbiTuss B paboyem okHe. [onyckaeTcd akTuBauus HECKOMNbKUX (YHKUUA
nporpaMmbl OOHOBPEMEHHO. [1pu BblAeneHMn BepluMHbl AepeBa MPOUCXOOUT Mepexop K CBA3aHHOMY
OKHY [aHHbIX B pabodyem OKHe aBTOMaTUYECKN, €CIU OHO yXe BbINo co3gaHo.

K paGounm BepLIMHAM OTHOCATCS:

— aT1oT komnbloTep. CoeanHsieTcss ¢ MOHUTOPOM NPUITOXKEHUI Ha FIOKarbHOM KOMMbIOTEPE AN
OMarHocTUKM 1 ynpasBneHust npunoxeHmsimmn KeunHTa;

—  KOMMbLIOTEPLI B CETEBOM OKPY>XEHWUU. TO e, YTO 1 npeablayLiee, TONbKo yaanéHHo;

—  KOMMbIOTEPBI B CETEBOM OKpYXeHuun no DNS;

— 0630p ceTn Pabounx ctaHumin. BoiBOAUT CBOAHYO MHGOPMaLMIO MO paboTe NPUITOXEHUA N ceTn
cpasy No MHOTUM KOMMbOTEPaM.

MpumeyaHus

1 Ecnn HyXHbIA KOMNbIOTEP HE MOSIBNSAETCA B CETEBOM OKPYXEHUU, TO €r0 MOXHO 0006aBUTb BPYYHYIO.
[nsa aTOro Hy>kHO BblAennTb BepLUUHY CeTeBOE OKPYXXEeHUe 1 B MEHIO NO NPaBoON KHOMKY MbILLK BblIGpaTh
[o6aBuTb KOMNbIOTEP BPYUHYIO.

2 CeTeBoe OkpyxeHue dopmupyeTcs cTaHaapTHeiMu cpegctBamm Windows, B TO BpeMs kak CeTeBoe

okpyxeHne no DNS dopmupyeTcsi 3anpocamMn K XpaHUIULLY aKTUBHbIX OUPEKTOPUN OoMeHoB. Ecnu
cepBepa JOMEHOB HEAOCTYMHbI, TO KOMMbIOTEPLI OyAyT HEBUAHbI.

3.1.2 IlaHenb CETHU YCTPOUCTB

Ha pucyHke 3 npuvBenéH npumMep MaHenuM ceTu YCTPOMCTB: WNH3bl, KOHTponnepbl, BCB,
Me3oH-koHTponnepbl. Ecnn oHa He BuaHa, To cnenyeT ybeauTbCsi, YTO B MaBHOM MEHIO BKITHOYEH

nyHkT MpunoxxeHne / CeTb yCTPOUCTB.
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= QE LAro3E HEOHTpOANEPE!
w Bh 20192.168.26.5)
w b 202(192.168.41.5)
w b 202(192.165.42.5)
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& 192,165,414}
& 192,165,424}
@ 234{192.168.26,251,192.1¢
=/ SE Mezs0H-KOHTponneps!
EL #{192.168.1.1}
B 192,168,221}
L 3{192.168,26.111,192.168.
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PucyHok 3 - NaHenb CeTb ycTpONUCTB

Bce BepwuHbl gepeBa OensTcss Ha ABe rpynnbl: paboune m Hepabouume. [Npu packpbiTum pabouyen
BEPLUMHbI aKTUBMPYETCA COOTBETCTBYHOLAs (PYHKUMA MporpaMmbl U CO30AETCA HOBOE OKHO [AaHHbIX
paboyero okHa, ecnvM OyHKUMA He Oblna akTMBUpOBaHa paHee. [ns AeaktvBauumum OyHKUMM crnegyeT
ncnomnb3oBaTbh KHOMKY 3akpbiTusi B paboyem oOkHe. [onyckaeTcs akTUBauusi HECKOMNbKUX (OYyHKLNIA
nporpaMmmbl OQHOBPEMEHHO. [Mpu BblAeNeHMn BePLUMHbI AepeBa MPOUCXOOUT MEPEXOL K CBS3aHHOMY
OKHY [1aHHbIX B paboyeM OKHe aBTOMaTUYECKN, ECIU OHO YXe ObINIo Co34aHo.

3.1.2.1 I1103bI 1 KOHTPOJLJIEPHI

MyHKT gepeBa MMeEeT TpU YPOBHS:

1 3aronoBok. [1pn packpbITMK 3anyckaeT TeCTbl CETU LUTHO30B U KOHTPOSNIEPOB

2 LWno3bl. OTo6paxaeT Homep Lnto3a n B ckobkax ero IP-agpec. Ecnu LLUnto3 He coaepxut
HOMep, TO NOKa3bIBaeTCH «?». TOT ypOBEHb 3aMOSHAETCS aBTOMaTMYECKU BCEMU
paboTatowmmm LLnw3amu, TONbLKO €CriM OHWM HAaXOOSITCA B TOM XXe CEerMeHTe ceTu u/vnm
paspeLueH IP-multicast Tpadhuk Ha mapLupyTusaTopax (B HEKOTOPbIX Clyyasax crielyeT HacTpouTb
Bpangmayep Windows). Ecnu N3 He noaBnsieTcs, TO ero MoXxHo Ao6aBuTb Bpy4Hyto. [ng
3TOro LWENKHUTE NpaBon KHOMKOW MbILN Ha BepLumHe LWno3bl u KoHTponnepsl 1 Bbibepute
nyHKT MmeHio lobaBuTk IP-apgpec yctponctea. [lobaBneHHbIn Takum o6pasom LUnro3
COXpaHsieTcs B KOHUrypauumn nocne Bbixoda U3 nporpammsl. [Ana yaaneHus seigenvte Lnwo3 u
yepes MEHO Mo NpaBoK KHOMKe MbIlK BblbepuTe YaanuTb.

3 KoHTponnepbl. OTOT YpOBEHb 3aMNOSIHAETCA aBTOMaTUYECKM HA OCHOBE TEKyLLEen KoHUrypauum
LLinto3a 1 npu eé nameHeHn1 nogaepeBo OOHOBSAETCS aBToOMaTnyeckn. [Npu packpbiTum
3arnyckalTcs TeCT CeTeBoro 3epkana.

3.1.2.2 CUHXpOHM3anus BpeMeHH

Mpu packpbiTun nokasbiBaet 0630p BCB B cetn. Ecnn BCB He nosiBnseTtcs, TO LENKHUTE npaBoun
KHOMKOW MbIlIN Ha BepLuMHe CUHXPOHM3aLnA BpeMeHU 1 BbibepuTe NyHKT MeHio [lobaButb IP-agpec
ycTponcTBa

3.1.2.3 Me30H-KOHTPOJLJIEPHI

Mpun packpbITum NokasbiBaeT 0630p Me30oH-KOHTpoNepoB B CeTU. Ecnu yCTpoicTBO He NOSIBNSETCS, TO
WENKHUTE MpaBOW KHOMKOM MbiwK Ha BepwuHe Me3OH-KOHTponsepbl U BbiOEpUTE MYHKT MEHIO
Ho6aBuTtb IP-agpec ycTtponcTBa

3.1.3 Pa6o4ee OKHO

Ha pucyHke 4 nokasaH npumep paboyero okHa nporpaMmbl Ha npumepe Tecta ceTn KBMHTa. KOHKpeTHbIN
BUA paboyero okHa 3aBMCUT OT PackpbiTOW BEPLUMHLI B AepeBe NaHenn KOMMnbIoTEPOB UNN NaHENu ceTu
YCTPOWUCTB.
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CeTe Ban oMarHoCTHRA

MpunoseHne  CeTk KOHTROMNEpoE  Mpunokeqka  Mpouecc Cnpaska
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PucyHok 4 — lNpumep paboyero okHa

B BepxHel yacT okHa Haxo4daTcsa 3aknagku Ans QyHKUMA NporpamMmbl, akTUBUMPOBAHHbLIX Yepes naHersb
COEAVMHEHWIN, a HWKEe OKHO [AaHHblX, B AdaHHOM npumepe «0630p ceTu». AkTMBauMs yHKUUK
nNpou3BoamMTCA MyTEM pacKpbiTMs paboyen BeplVHbl B AepeBe NaHenv KOMMbITEPOB WM NaHemnm
coeguHeHun. [lonyckaeTcsa 3anyck cpasy HecKOSfbKuUX (yHKuun. Mpu aTOM Kaxgas HoBas OyHKUUS,
3anylleHHasi nonb3oBaTeneMm, COOTBETCTBYeT OAHOM 3aknagke. B gaHHOM npumepe akTMBHO [ABe
dyHKuun: OuarHoctuka cetu KBuHTa 1 [IMarHOCTUKA NMPUIIOXEHUMA Ha FNOKaNbHOM KOMMLIOTEpe.
Ecnu 3aknagku He nomMeLlalTcsa No ropu3oHTanu, To AN NPOKPYTKM CneayeT UCNonb30BaTh KHOMKK < U [
B MPaBOM BEPXHEM YrIy OKHa.

Ons 3aBeplienns paboTbl C YHKLUMEN HaXMWUTE KHOMKY «%» B NpaBoM BepxHem yrny. MMpu aTom
3aKpblBaeTCHA TO OKHO, KOTOPOE COOTBETCTBYET BblAENEHHOM XUPHbIM WPUETOM 3aknagke BBEPXY OKHa.

3.1.4 OkxHO xXypHaJja

OKHO XypHana BblBOOAWUT OMarHOCTMYECKMe AaHHble paboTbl nporpamMmbl U MoHUTOpa MPUIOXEHUMN.
WNcnonb3ayeTcs B rNaBHOM OKHe [AJ1si TPOTOKONMPOBaHWs coeanHeHmnii ¢ MOHUTOPOM NpuUnoXeHUn

—  kak MpoTtokon coeanHeHNN B OkHe coenHeHns ¢ MOHUTOPOM NPUNOXEHU;
— O6G30pa ceTu paboumnx cTaHUUM ANd BbIBOAA AaHHbIX, Nonyyaemsbix oT MoHuTopa
NPUNOXeHUN.

Mcnonb3ays nokanbHoe MeHto Mo NpaBoi KHOMKE MbIlK Bbl MOXeTe HacTpouTb paboTy 3TOro OkHa.

KomanHga OuuMcTuTb OuMLLAEeT BCE COAEPXKMMOE OKHa, a komaHga HacTpoutb 3agaét napameTpbl
BbIBO4A OaHHbIX B BUAe amanora Hactponka okHa TpacCUpOBKMU.

3.2 [Iuasoru
Paa,qen COAEePXUT CnpaBOYHYHO I/IH(bOpMaLI,I/HO no gnanoroBbiM OKHam /J,I/IaFHOCTI/ILIeCKOVI nporpamMmsbl.

3.2.1 Hacrtpouka TecTOB CeTH

HacTtpoiika ceTn 3agaét napamMeTpbl CeTeBbiX TECTOB. [1nsi Bbl30OBa [MarioroBoro OkHa Bbibepute B
rmaBHOM MeHI0 NyHKT TecTbl ceTu KBuHTa / Hactponku. OkHO NokasaHo Ha pUCyHKe 5.
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PucyHok 5 - OkHo HacTpoiika TecToB ceTu

MapameTpbl HAaCTPOWKM:

— TanmayT oTBeTOB. JTO Bpems oxungaHust oteeToB B O630pe ceTu 1 TecTax 3epKarno Lk3a

Unu KOHTponnepa;

— KonuyectBO 3anpocos. 310 KONM4ecTeo OHOBPEMEHHbIX 3anpocoB Npwv BbINOJIHEHNN TECTOB

3epKano wnk3a Unnm KOHTponnepa;
— BbiBOgUTb AaHHble oTBeTOB. Ecnu cTouT ranouyka, To rpada AaHHble TeCTOB
MHdopmaLmoHHble coobLeHus 1 3epKano 3anonHsaeTcs NPUXoasWwnuMn gaHHbIMA.
— LBeta o63opa cetn. 3710 LBeTa aHMMaumm Tecta O630p ceTu:

3.2.2

Ok -BCe HOpMarbHO;

TanmayT - L3 UM KOHTPOSSIEP HE OTBETUNN 3a YCTAHOBJIEHHOE BPEMS OXNOAHWS;
OwmbKa - olwmbka LN3a Unn KOHTposiepa Npu BbINOMTHEHUM CETEBOIO 3arpoca;
HeunsBecTHO — HET MHbopMaLmmn Ansa JaHHOW SYEnKu.

HoBblii1 mponecc

OaHHbii gnanor (pucyHok 6) 3apgaéT napameTpbl 3anycka AWMHaAMWU4YecKoro npouecca. [ns
OTKpbITUSA BbIGEPUTE B rMaBHOM MeHio nyHkT CepBep / 3anyCcTUTb HOBbIW NMPOLLECC (COeaVHEHME C
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E' OTreHa
b
©
@ PucyHok 6 - OkHo HoBbii npouecc ¢ 3aknagkou MNpouecc
3.2.2.1 IIpouecc
®©
'—
% B 3aKnagke npOLl,eCC NMEITCA TPU NaHenu:
=
E[ - MpwnoxeHwne;
o — OKHO;
-
- Monb3oBatens.
E: Manenb annO)KeHI/Ie BKItoYaeT B cebs cneaywowme nona:
o
c
ol
Z
o Jlner
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- HasBaHwue - Ha3BaHue npunoxexHue, KoOTopoe 6y,u,eT MCMNOoNb30BaTbCA ANA CCbIJIKA B
nporpamme [lMarHOCTUKA CETU U NPUNIOXKEHU 1 B ypHanax pa6otel MoHUTOpa
NPWIOXKEHUIA;

- Wcnonnsaembiii ¢aiin - nyts k 3anyckaemomy aisy npunoxeHus;

— AprymeHTbl - napameTpbl KOMaHAHOWM CTPOKW;

— Pabouunit katanor - paboyas nanka npouecca. Ecnv He 3agaHa, To nognanka BIN
KaTtanora yCtTaHOBKM KBI/IHTa;

— TepemeHHble cpepabl - JOMNONHUTENBbHBIE NEPEMEHHbBIE CPeabl ANS NMPUMOXEHUS.
CucrtemHble nepemMeHHble cpebl NnonagakT B NpUnoXxXeHne aBToMaTn4eCKn. OOblYyHO 3TO
rnone nycroe.

Ha naHenu OKHO MOXHO 3a4aTb crnoco6 pa3BopavynmBaHNA rnaBHOro0 OKHa NPUNOXEHUA Npu 3anycke;
Manenb nOJ'Ib3OBaTeIIb BKItOYaeT B cebsa cnepgywwme nona:

- WNmsa;

- DomeH;

- Mapons.
OTn nonsi cogepat MHopMaLMIo O Nonb3oBaTese, OT MMEHM KOTOPOro 3anyckaeTcs npunoxeHve. Ecnm
nonb3oBaTesib He yKa3aH, TO UCNOoJ1b3yeTCA Jl1oKaribHad CUCTEMHaA y4eTHasa 3anuchb;

®naxok 3arpy)kaTb TMOJIb30BaTe/IbCKUM NPOPUIb HasHayaeT MNPUIOKEHWNIO  HACTPOKM,
COOTBETCTBYHOLLNE YKa3aHHOMY MNoJib30oBaTernio. Crop,a BXOOAT TakKne napamMeTpbl, Kak cneyunanbHble A4
nonb3oBaTeNnA K4 peecTtpa, nepemMeHHble cpelbl NoNb30oBaTeNid, CCbIJIKM Ha noAkni4yaemble OUCKA,
pacnonoXeHwme nankn Mo noxyMeHTH U T.4.

Mpumeyanne - [nsa Toro, ytobbl kHonka Ok Gbina pas6nokuposBaHa, Heo6xoaAMMO 3amnonHWTL Nons
HassaHue n Ncnonnaembin pann.

3.2.2.2 YnpasieHue

Ha pucyHke 7 nokasaHa naHenb YnpasseHue B okHe HoBbI npouecc.

©
e _
(& Hognii npouece
< I'Ipou.ec:c. YnpaeneHue |
(Eai: ¥ BpemeHHsIi npouece
|y T aiirayT saEMcaHUa NpW cTapTe [oek. )
T afirayT saemHcanma [oek.];
Mepuoa onpoca [oek. |
ol
pa
o
I
<
ol
pd
o —
§ OTreHa
% PucyHok 7 - OkHo HoBbIM npouecc ¢ naHenbio YnpaBneHue
[52]
m ®naxok BpemMeHHbIN npouecc YycTaHaBnuBaeTCs, eClv HaAo co3haBaTb AMHAMUYECKWI mpoLecc
0e3 KoHTponss MoHUTOpOM NpunoXxeHui. iHadye AMHaMNYECKUI NPOLIECC CTAHOBUTCS KOHTPOSMPYEMbIM U
g B aToM cnyyae nonsi Taum-ayT 3aBucaHUA npu crapte, Tanm-ayTt 3aBucaHua u lMepuop,
;f 3anpoca CTaHOBATCA aKTUBHbIMU M TPEBYIOT YCTAaHOBKM KOHKPETHbIX 3HAaYEHUIA:
g[ - Taiim-ayT 3aBUCaHUA NPU CTapTe - Nepuos BpeMeHU, OTCUUTLIBAEMbIN OT cTapTa
C nporpamMmel, B TE4EHME KOTOPOro rnporpamMmmMa JoJkKHa oTpearmpoBaTb Ha CUCTEMHbIE 3anpochl;
- TaiAm-ayT 3aBUCaHUS - Neprof BPEMEHU, OTCUUTLIBAEMbIV NEPUOANYECKH, B TEYEHNE
o KOTOPOro nporpaMmma forkKHa oTpearmpoBaTb Ha CUCTEMHbIE 3anpochl;
g — Tepunoga 3anpoca - nepro KOHTPOMS 3aBUCaHKS MO NpeablayLLei HaCTPOKe.
c
ol
pd
o Nucer
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MpumeyaHune - [locnegHve TpUM HACTPOMKM aKTUMBHbLI, €CNU MPOLECC He 33a4aH Kak BPEMEHHbIN.
3anyLieHHoe TakuM 06pa3oM NpunoxeHue Bcerga uMmeet B aTpubyTtax cocTosHus okHa CoeauHeHue ¢
MOHUTOPOM NMPUIOXKEHUI cTatyc [luHamunueckoe.

3.2.3 Hacrtpoika OKHa TPaCCUPOBKH

Bua okHa nokasaH Ha pucyHke 8. C MoMOLLbIO 3TOTO MHCTPYMEHTa HacTpauBalTCs napameTpbl BbiIBOAA

AaHHbIX B OKHO XXypHana.

Mpuriep

19:56:39:95 Stingl
19:56:39:95 Sting2
19:56:39:95 Sting3

MapareTpel

UgeT poHa...

Ueer TekoTa...

LlEeT TercTa BRIGENEHKA. .

I
I
I Uget EbigensHia...
I
I

WpkeT...

MakcuransHoe KonuuecTeo CTPOK. ‘]DDD i

[ Ok H OrmeHa I

PucyHok 8 - Bua okHa HacTpPOMKM TPaCCUPOBKMU

KHonkn cBepxy BHM3 3adaloT Bu3yarnbHble aTpubyTbl BbiBOAA MHGOpMauuW, pesynbTaT NpUMEHeHUs
KoTOopbIX NokasbiBaeTcs B none Mpumep.

MakcnmanibHOe KONIMUECTBO CTPOK 3aJaeT MakcMmarnbHbI Bydep XpaHuMbIX AaHHbIX B CTPOKaX.
Ecnun oH nepenonHseTcs, To camble cTapble CTPOKM yaansoTcs.

3.3 Cersb KBHUHTA

©
= . < o
S Ha pucyHke 9 npvBegéH UcxXodHbli BUA OkHa TecToB ceTu KBuHTa. [Nocne BbiGopa ogHOM M3 3aknagok
= 0630p cetn unn MHdopmaLnoHHbIe COOBLLEHMA 3anycKaeTCa COOTBETCTBYHOLLNIA TECT.
E: .05.30DC9TH WHboprauHoHHsIE coofuleHHa
) &
- 1182, 166.26.5) Z02(10,25.1,250)
M il = e [
| e [ [
s [0 [ B | &
ol wi [ 1| et 23
o [ F0E(10,25.2.250) . F03(102, 168,25.8) ] &
T f R,
= |
CTaTye | NokaneHole CBASH | COBAMHEHHA C KOHTROANERaNH | CTATHCTHIGE MBE | BHEWHHE CO8AHHEHHA
Bepcya wnkoza: ks |
Bepcna OC: 7
Appec: ?
ol Kondmrypauma: 7
Z Tafnkua MapwpyTos: 7
R Mepesarpysok: Ea
o Bpena paboTel: 7
I MpHEn No ceTH
= EBicex NakeTos & cerk. 7
. HIFE: i
s
) PucyHok 9 — UcxoaHblin BUA OKHa TeCTOB CeTn
m
3.3.1 Tect 0630p ceTn
© Bup okHa npu Beibope 3aknagku O63op ceTu nokasaH Ha pucyHke 10.
®©
=
=
=
=}
o]
-
c
(=)
o
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Mogn. n pata

MNHB. Ne

B3aum. nHB. Ne

Moan. n pata

MuB. Nenogn.

Tep CeTh KoHTDDnneDDB| 2(192,168.26.5).30 | 2(1%:

STOT KoM

OB30p CBTH | MHbOPHALHOHHEIS CODBLIEHHA

F(192. 168, 26.5)

S—
202(10,25.1,250)

30 44

1ol |

2 ]
& 7

| [TE
1 | [=ot |

Z02(10,25.2.250)

Z05(102.166.25.8)

1
5
9

2
(=]

o

3
7

13

185.254 |

| 202(10,25.1,250)
CTATYC | MokaneHele cBA3H | CORAHNEHHA & KOHTPOANERaNH || CTATHETHKE WBE | Brewkke cosanHenks
1.1.1.14 A

1116
10,25,1,250 {255,255,255.0)
Ok

Bepcha wnkoza:
Bepcha OC:
Aapec:
KoHHrypauma:

ok 3

1300

PucyHok 10 — OkHO nocrne Bbi6opa 3aknagku 063op cetun

TecT npegHasHayeH Ans Bu3yanusaumn oblien kapTWHbl oOMeHa [fOaHHbiMM B ceTu LUniosoB u
KOHTponnepoB. B Buae Gonblumx MNpsIMOYronbHWKOB MokasbiBaloTcs LUMo3bl, a BCTPOEHHble B HUX
MarneHbkue NpPsSIMOYroSIbHVKM — KOHTPOSNEpHI.

lMporpamMa nepuvoanMyeckn nocbinaeT TecT 3epkana KOHTponnepa, a npu MnosfyYyeHunm OTBETa MEHSET
LUBeT B 3aBMCUMMOCTM OT ycnexa pesynetarta. LiBeta, cooTBeTcTBylOLIME Tekyllemy craTycy obmeHa
3apjatoTtcsa B Avanore Hactponka tectoB cetu (cM. 3.2.1).

an BblAeneHmn kakoro-nnbo LUno3a neBor KHOMKOW MbIlM B HWXKHIOK 4acTb OKHa BbIBOAWUTCS
CTaTUCTUKa N ANarHOCTUKa ero pa6OTbI.

3.3.1.1 Cratyc

Mpu BbIOOPE 3aknagkn CtaTyc BbIBOAUTCA cnegytowas nidopmaums o LLntose:

Bepcusa wnro3a. 970 Tekywasn sepcust upmeHHoro MO Lnto3sa;

Bepcus OC. 370 TekyLwiaa Bepcusi onepaumnoHHon cuctemsl LLno3a;

Appec. 3710 IP-agpec LLUnto3a 1 macka nogceTy;

KoHdurypauums. NokasbiBaeT, 3arpyxeHa nuv B L3 KoHUrypaums unm HeT;

Tabnuua mapupyToB. [1oka3biBaeT, 3arpy)keHa nm Tabnuua MapLipyToB UMK HET;
Mepe3arpy3ok. 3TO KONUYECTBO 3aMyCcKOB LUM03a C MOMEHTA NEePBOro BKIMIOYEHUS;

Bpems paboTbkl. 310 Bpems pabothl LUnio3a 6e3 nepesarpyskuy;

Mpuém no cetu. Bcex nakeToB B cek. 310 konmyecTBo Ethernet-nakeToB, nonyyaembix
LLINto30M MO HMXKHEN CETU B CEKYHAY;

NBF. 310 ctatuctuka obmeHa wnto3a no Netbios B HMXHeln ceTu;

MNMepepaya. Bcex nakeTtoB B cek. 310 konuyecTBo Ethernet-nakeTos, oTcbinaemsix LLUnto3om no
HWXXHEN CeTu B CEKYHAY;

MoTokM AaHHbIX. 3TO NOTOKM AaHHbIX (B OaNT/ CeK.) N0 BEPXHEW U HKHEN CETH;

3arpy3ka namaTu. 310 06beM namsitu (B % OT MakcumanbHOro), ncrnonb3yemon LLnosom B
[aHHbIA MOMEHT BPEMEHWU;

KHonka Copocutb ctatucTuky. CbpacbiBaeT guarHocTudeckyto nHgopmauuio LLno3sa,
cobumpaemyto HakonneHneM gaHHbIX. BnuaeT Ha Bce 3aknagku guarHoctukm LLnto3a.

3.3.1.2 JIokaJ/ibHBbIE CBAI3U

Mpu BbIbope 3aknagku JlokanbHble CBA3U BbLIBOOMTCS AMarHoctTuyeckas mHgopmaums o pabote B
HWKHen ceTn Ha yposHe Netbios:

Appec cBasn. 310 agpec koHTponnepa. Nepsas undpa scerga 0, byksa «d» ykasbiBaeT, 4TO
370 Ay6nép;

Craryc. [TokasbiBaeT Hanmune coeauHeHns B JaHHbI MOMEHT BPEMEH;

MoacocTosiHme. 310 yToUHEHME cTaTyca. CoobweHne NameQuery o3HavaeT nonck aboHeHTa B
cetu. Ecnm aTo coctosiHve JONro He MEHSIETCS, TO CKOpee BCEro yKa3aHHbIN KOHTponep
HEeJOCTYMeH;

Nuct
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Mogn. n pata

MNHB. Ne

B3aum. nHB. Ne

Moan. n pata

MuB. Nenogn.

SessionOk. CoeguHeHune yctaHoBneHo. CoobuieHne SessionDisconnect o3HavaeT, 4to
COefVHeHMe B COCTOSIHUM 3aKPbITUSE NO BHYTPEHHUM UNn BHELWHMM Ans LLnto3a npuynHam;
CosTosiHue. 3710 cocTosiHne ceaHca Netbios:

a) NBFLinkSubState_Ok — Bce HopmarnbHO;

©) NBFLinkSubState_NoListen — yganéHHbii aDOHEHT JOCTYNEeH, HO He UMeeT

CcBOOOHbIX CEaHCOB;

B) NBFLinkSubState_NoFreeSession — cnmwKomMm MHOro CeaHCOB C 3TUM abOHEHTOM;

r) NBFLinkSubState_FindName — novck yganeHHoro aboHeHTa B ceTy;
N nok. 310 Homep nokansHoro ceaHca Netbios;
LLCState. 3710 coctosiHne kaHanbHOro ypoBHA Netbios. None He npegHasHayeHo aAng
MCMNOMb30BaHNs KOHEYHbIM MOSb30BaTENEM;
N ya. O1o Homep yaanéHHoro ceaHca Netbios;
MNepeycTaHOBNEHO ceaHCOB. OTO KONMYECTBO CEAHCOB, KOTOPbLIE OblNM NEPeyCTaHOBIEHbI U3-
3a owmboK Nnepeaaymn gaHHbIX C MOMEHTa nocnegHero 3anycka Lnto3a nnm cbpoca ctatucTmky;
Cp. 3aa. 370 cpeHas 3agepxka obmeHa Ha kaHanbHOM ypoBHe Netbios (B mcek. - ckopocTb
[OCTaBK/ NnakeTa C NoATBEPXKOEHUEM);
Makc. 3aa. 910 makcumanbHas 3agep)xka oomeHa Ha kaHanbHoM ypoBHe Netbios (B Mcek. -
CKOpPOCTb JOCTaBKM NakeTa C NoaTBEPXKAEHNEM);
Tek. 3ap. 370 TekyLLan 3agepxka obMeHa Ha kaHanbHoOM ypoBHe Netbios (B MCeK. - CKOpOCTb
[OCTaBKM nakeTa ¢ NoATBEPXKOEHUEM).

3.3.1.3 CoeuHeHUs C KOHTpPOJLJIepaMu

Mpwv BbiGOpe 3aknagkn CoeAUHEHUs C KOHTpoNsiepaMM BbiBOOAWUTCS AMarHocTuyeckas MHdopmauus o
paboTe B CeTV C KOHTPOJIIepaMu Ha YpOBHE MpUKIagHoro npoTokorna KeuHTa:

Appec cBA3n. ITo agpec KoHTposnepa, nepeasi umgpa ecerga 0;

CrtaTtyc nepBOro u ctatyc BTOporo. 1o COCTOsiHME 06MeHa C KOHTposnnepamu;

OTknoHeHo (6e3 10). OTKNOHEHO 3aNpOCOB K KOHTPOMEPY n3-3a HexBaTku GydepHoro
NpOCTPaHCTBa UM UCTeYeHUs1 Tanm-ayTa. He yunTbiBaeT o6MeH Mo KaHanam nHopmMaLMOHHOro
BBOJa/BblBOAA;

OTtknoHeHo 10. OTKNOHEHO 3anNpoCOB K KOHTPOIEpY U3-3a HeXBATKU BydepHOro NpocTpaHCcTBa
U NCTEeYEHUS TanM-ayTa Ans obMeHa no kaHanam UHopmaLMoHHOro BBOAA/BLIBOAA;
Tanm-ayToB 3anp. 3TO KONMMYECTBO TallM-ayTOB 3aNpOCOB K KOHTPOJEPY.

Tanm-aytoB 0. OT0- KONNYECTBO TaiM-ayTOB 3arnpOCOB K KOHTPOIEPY MO kaHanam
MHGOPMaLMOHHOro BBOAA/BbIBOAA;

Cp. 3aa. 370 cpeHss 3afepka nosydeHnst oTBeTa OT KOHTpornepa (B MCek.);

Makc. 3aa. 310 MakcMmanbHas 3afepkka nonyvyeHust oTBeTa OT KOHTporepa (B Mcek.);

Tek. 3ap. OT0 Tekylasa 3agepKka noslydyeHnst oTBeTa OT KOHTpornsepa (B MCek.);

Bydep 10 (Tek.). 31O Tekywmit 06BEM 3anonHeHnst bydbepa onsi nakeToB NMHPOPMALIMOHHOMO
BBOZAa/BbIBOAA (B % OT MakCumarnbHO A0MYCTUMOrO);

Bydep 10 (Makc.) — 3To MakcmanbHbIn 06bem 3anonHeHus Bydepa onsa nakeTos
MHOpMaLMOHHOro BBoAa/BbIBOAA 3a BpeMsi cbopa CTatUCTUKkK (B % OT MakcumarbHO
[OMNyCTUMOro);

Bydep AaHHbIX (Tek.) 3TO Tekywmmn obbem 3anonHeHns bydepa onga sanpocos (B% oT
MaKCMMarbHO 4ONyCTUMOrO;

Bydep AaHHbIX (Makc.) 3TO MakcuManbHbIN 06bem 3anonHeHus Bydepa anga 3anpocos (8% oOT
MaKCMMarsibHO 4ONyCTUMOrO.

3.3.1.4 Crarucruka UBB (MBB-kaHa/ibl HH)OpPMaALMOHHOTO BBOAA/BbIBO/A)

Mpu BbIGOpe 3aknagkm Ctatuctuka MBB BbiBOOMTCS AmarHoctuyeckas MHdgopmaumsi o6 obmeHe no
kaHanam VIBB B HWXXHEN 1 BEpXHeN ceTu.

MHdopmaumsa BHELWHEro oOMmeHa:

Mony4eHo nakeToB. OTO CyMMapHOe KonmdecTBo naketoB VBB, nony4eHHbIX U3 BEPXHEN CeTH
3a BpeMs cbopa CTaTUCTUKMY;

NMony4yeHo NNoxmx nakeToB. 3TO- CyMMapHOe KONNMYEeCTBO HEBEPHbIX NakeTos VBB,
Nony4YeHHbIX U3 BEPXHEW CETU 3a Bpemsi cbopa CTaTUCTUKK;

Mony4yeHo nakeToB B CeK. ATO CyMMapHoe Konu4yecTBo naketos IBB, nony4yeHHbIX U3 BEPXHEN
ceTu 3a 1 cek. B JaHHbIA MOMEHT BPEMEHMY;

Jncr
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Mogn. n pata

MNHB. Ne

B3aum. nHB. Ne

Moan. n pata

NMony4yeHo nakeToB B CEK. MaKC. 3TO MakCMManbHoe CyMMapHoe KonnyecTso naketos VIBB,
nony4yeHHbIX U3 BEPXHEN ceTn 3a 1 cek. 3a BpeMsi cbopa CTaTUCTUKY,

NMony4yeHo nakeToB B CeK. cpeAa. ITO cpeHee konuyecTBo naketos VIBB, nony4yeHHbIX U3
BEPXHeW ceTn 3a 1 cek. 3a BpeMsi cbopa CTaTUCTUKY;

Mony4eHo 6/c. 310 ceTeBon Tpadumk No MBB, NonyyYeHHbI U3 BEPXHEN CETU Ha LaHHbIN
MOMEHT BpeMeHu (B banTax/cek.);

Mony4yeHo 6/c makc. 3TO MakcMManbHbIN ceTeBor Tpaduk no VBB, nonyyeHHbIn 13 BepxHen
ceTu 3a Bpems cbopa ctatuctukm (B 6antax/cek.);

Mony4eHo 6/c cpen. 3170 cpeaHut ceteBon Tpaduk no VBB, nonyyeHHbI U3 BEPXHEN CeTw,
Bblpa)XeHHbIV (B B6ariTax/cek.);

NMocnaHo nakeToB. OTO CyMMapHOe KonuyecTBo naketoB VBB, nocnaHHbIX B BEPXHIO CEThb 3a
Bpems cbopa CTaTUCTUKM;

OTKNOHEHO NakeToB. OTO KONMMYECTBO OTKITOHEHHbIX NakeToB, NpUHATLIX No BB, ns3-3a
HeJocTaToOYHOCTM BydepHOro NPoCTPaHCTBa;

NMocnaHo NakeToB B ceK. ATO CyMMapHoe Konn4yecTBo nakeToB VBB, nocrnaHHbIX B BEPXHIOHO
ceTb 3a 1 cek. B JaHHbI MOMEHT BPEMEHM;

MocnaHo NakeToB B CeK. MaKC. ATO MakCcMMaribHoe CyMMapHOe KonmyecTBo naketoB VBB,
NnocraHHbIX B BEPXHIOK ceTb 3a 1 cek. 3a BpeMsi cbopa CTaTUCTUKMY;

NocnaHo nakeToB B ceK. cpeA. ITO cpeiHee CyMMapHoe Konnyectso nakeTtos /BB,
nocblriaemMmoe B BEPXHIO CeTb 3a 1 cek. 3a Bpemsi cbopa CTaTUCTUKK;

MocnaHo 6/c. 310 ceTeBon Tpaduk nNo BB, oTcbinaembli B BEPXHIOI CETb HA AaHHbI MOMEHT
BpemeHn (B bantax/cek.);

NMocnaHo 6/c makc. ITO MakcMManbeHbI ceTeBon Tpaduk no MBB, nocnaHHbIN B BEPXHIOD CETb
3a Bpems cbopa ctatuctuky, (B 6antax/cex.);

NMocnaHo 6/c cpea. 310 cpeaHuI ceTeBon Tpaduk No MBB, nockinaembln B BEPXHIOW CETb 3a
Bpems cbopa ctaTncTuku, (B 6antax/cek.);

HeunsBecTHbIX MapwpyTOB. 3TO KONMMYECTBO MAKETOB, NMPUHATLIX OT KOHTpOepa ¢
HeunsBecCTHbIM |IP-aapecom Ha3HayeHus (agpecar He nponucaH B Tabnuue mapLipyToB).

UHdopmaumsa BHyTpeHHero obmeHa:

MNonyyeHo naketoB (datagram).3To CyMMapHOe KONMYeCTBO NaKeToB, MNOMy4YeHHOe OT
KoHTponnepos ana MIBB no datagram;

Mony4yeHo naketoB (link’n). 3T0 cymmapHOe KOnMYeCTBO NaKeTOB, NOSly4EHHOE OT
KoHTponnepos ans MIBB no ceaHcaw;

MocnaHo nakeToB. OTO CyMMapHOEe KONMYECTBO NaKeTOB, HAaMpaBMNEHHbIX B KOHTPOMMEpbI 3a
Bpems cbopa CTaTUCTUKN;

MNonyyeHo nakeToB B cek. (datagram). 370 Tekyllee KONMYECTBO NakeToB, NONyYEHHOE OT
KoHTponnepos ana MIBB no datagram, 3a 1 cek.;

Mony4yeHo nakeToB B cek. (link’u). 3To Tekyllee KONMMYECTBO NAKETOB, NOMyYEHHOE OT
KoHTponnepos ans MIBB no ceaHcawm, 3a 1 cek.;

NocnaHo nakeToB B ceK. OTO TEKyLLEe KONNMYECTBO NAKETOB, HANPAaBIEHHbIX B KOHTPOIEPH!
ona VIBB, 3a 1 cek.;

MNonyyeHo nakeToB B cek. (datagram) makc. OTO MakcumanbHOe KONMYeCcTBO NaKeToB.,
nony4eHHoe oT KoHTpornnepos Ans VMIBB no datagram, 3a 1 cek. 3a Bce Bpemsi cbopa CTaTUCTUKY;
Mony4yeHo nakeToB B ceK. (link’'u) Makc. 3To MakcMMarnbHOe KOIMYeCTBO NaKeToB, NOJTyYEHHOE
oT KoHTponnepos Ansa VIBB no ceaHcam, 3a 1 cek. 3a Bce Bpema cbopa CTaTUCTUKMY;

NocnaHo nakeToB B CeK. MakKc. OTO MakCuMarnbHOE KONIMYECTBO NAKETOB, HAaNpaBIieHHbIX B
koHTponnepsl Ans VIBB, 3a 1 cek. 3a Bce Bpems cbopa CTaTUCTUKN.

3.3.1.5 BHelmHue coegUHEHUSA

Mpwu BbIGOPE 3aknagkyn BHewHMe coegMHEHUs BLIBOOAUTCHA AuMarHocTuyeckas MHdopMauus ob obmeHe
AaHHbIMU ¢ PaGouynmmn cTaHUuAMM:

MuB. Nenogn.

Appec. 310 agpec knuneHTa (IP-agpec n nopr).

Mony4eHo n/c. MNonyyeHo LLUno3om nprknagHbiX NakeToB B AaHHbIA MOMEHT BPEMEHMU (B CEK.);
MocnaHo n/c. NocnaHo LLUno3oM npuknagHbiX NakeToB B AaHHbI MOMEHT BpeMeEHMU (B CEK.);
Mony4eHo 6/c. Mony4yeHo LLno30oM B aHHbIA MOMEHT BpeMeHM (B 6anT/cek.);

MocnaHo 6/c. NocnaHo LLNo30M B 4aHHbI MOMEHT BpeMeHu (B BanT/cek.);

OTKNOHEHOo. OTO KONMYECTBO OTKITOHEHHbLIX MAKETOB M3-3a HEXBaTKM BydepHOro NpocTpaHcTBa
ONS OTNpaBKM OTBETOB;
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— TMony4yeHo nakeToB. ATO CyMMapHOE KONMYECTBO NakeToB, NosydeHHbIx LLnto3om, 3a Bce
Bpemsi cbopa CTaTUCTUKY;

— TMocnaHo nakeToB. 3TO CyMMapHOE KONMYECTBO NakeToB, NocnaHHbIX LLno3om, 3a Bce BpeMms
cbopa cTaTtucTmku;

— MNnoxux nakeToB. JTO KONMYECTBO NPUHATLIX GpakoBaHHbLIX NaKeTOB;

—  ®narn. 310 AONONHUTENBHbIE XapaKTEPUCTUKN COEANHEHWSI.

3.3.2 HHPpopManHOHHBbIE COOOIEHHUA

Mpw BbIGOpPE 3aknagkn UHhopMaunoHHbIe COOBLUEHUA OKHO MoKasbiBaeT MONyYeHNe UHULMATUBHBLIX
COOOLLEHUI OT KOHTPOJIIEPOB U LUMHO30B (OLWMOKM B ceTeBOM chopmare):

— Twvn nakeTta. 310 TUN NepegaBaemon MHbopMaumy;

—  WMcTouyHMK. DTO ceTeBOW agpec UCTOYHMKA MHGOpMaL MK Ui MHopMaUnsa O KOMNbIOTEPE K
nporpamMmme;

— OtBeT. 370 TUN OoTBETA Ha 3anpoc. B atom Tecte Bceraa UHdopmauums;

— [OnunHa. 3710 gnvHa nonyyeHHom nHdopmaumm (B banTtax);

— [aHHble. 3TO nonyyeHHble JaHHbIE B LWECTHaauaTepmnyHom popmarte. Ecnu B okHe HacTpowmka
TEeCTOB CeTU He ykazaHo BbiBoAUTb AaHHbIe OTBETOB, TO rpada ocTaércs nycTon.

3.3.3 Tect 3epKaJsio KOHTpoJLJIepa

Mpumep TecTa 3epKano KOHTpoOJJiepa nokasaH Ha pucyHke 11. B 3aronoBOK OkHa BbIBOOMTCS HOMeEp
wno3a, IP-agpec n Homep KoHTponnepa.

FToT KomsoTep| CeTe KonTponnepos | 2(192.169.26.50.30 2(192.168:26.5).44 | X
| Tunnaketa  McToqHME OTEET AnxHa AaHHeie |
| iaHHee 244 OTEET, z2z 000001 020304050607 0509 080B0C 00 0EOF 101112 13
AaHHeE 244 OTEET zzz 000001 020304 050607 08 09 04 0B 0C 0D OE OF 10 11 12 1
A aHHeIE 244 OTEET 2. 00000l 4 05 06 07 0 04 0B OC 0D 0E OF 10 11 12 17
A aHHEI2 - OTEET o 05 06 O DA DB OC ODOE OF 1011 12

HaHHbiE 2,44 OTEET 222 000001 02 0304 0506 07 050904 0B 0C 0D OEOF 1011 121
AaHHbIE 2,44 CTERT 222 0000 01 02 03 04 05 06 07 05 09 04 0B OC 0D 0E OF 1011 12 1
AaHHbiE 244 OTEET 222 000001 02 03 04 05 06 07 08 09 04 OE 0C 0D 0OE OF 10 11 12 1
AaHHbIE 2,44 OTEET 222 000001 020304050607 050904 060C000E0F 1011121
HaHHbiE 244 OTEET 222 000001 02 03 04 05 06 07 0509 04 0B 0C 0D OEOF 1011 12 13
AaHHbIE 2,44 CTERT 222 0000 01 02 03 04 05 06 07 05 09 04 0B 0C 0D 0E OF 10 11 12 1
AaHHbiE 244 OTEET 222 000001 02 03 04 05 06 07 08 09 04 OE 0C 0D 0OE OF 10 11 12 1
© AaHHbIE 2,44 OTEET 222 000001 020304050607 050904 060C000E0F 1011121
- AaHHbiE 244 OTEET 222 000001 02 03 04 05 06 07 0509 04 0B 0C 0D OEOF 1011 12 13
© AaHHbIE 2,44 CTERT 222 0000 01 02 03 04 05 06 07 05 09 04 0B 0C 0D 0E OF 10 11 12 1
=} AaHHbiE 244 OTEET 222 000001 02 03 04 05 06 07 08 09 04 OE 0C 0D 0OE OF 10 11 12 1
= AaHHbIE 2,44 OTEET 222 000001 020304050607 050904 060C000E0F 1011121
. AaHHee 244 OTEET 222 000001 02 03 04 05 06 07 0509 04 0B 0C 0D OEOF 1011 12 13
= AaHHbIE 2,44 CTERT 222 0000 01 02 03 04 05 06 07 05 09 04 0B 0C 0D 0E OF 10 11 12 1
(I:)[ AaHHbiE 244 OTEET 222 000001 02 03 04 05 06 07 08 09 04 OE 0C 0D 0OE OF 10 11 12 1
C AaHHbIE 2,44 OTEET 222 000001 020304050607 050904 060C000E0F 1011121
AaHHbiE 244 OTEET 222 00 0001 02 03 04 05 06 07 0509 04 0B 0C 0D 0E OF 10 11 12 125
AaHHbIE 2,44 CTERT 222 0000 01 02 03 04 05 06 07 05 09 04 0B OC 0D 0E OF 1011 12 1Y
AaHHbiE 244 OTEET 222 000001 02 03 04 05 06 07 0509 04 06 OC 0D 0E OF 10 11 12 1
AaHHbIE 2,44 OTEET 222 00 0001 02 03 04 05 06 07 05 09 04 0B 0C 00 0E OF 10 11 12 11
ol L] | 3
=z
%5 PucyHok 11 - Mpumep Tecta 3epkano KOHTponnepa
= Ctonbubl OkHa:
— Twvn nakeTta. 310 TUN NepegaBaemMon MHhopMaLUnK:
%
r a) [HaHHble - HOpManbHbIN OTBET Ha 3anNpocC OT KOHTPONNepa;
= 0) Tecrt - TecToBbIV OTBET LUnto33a;
s B) MNoprBepxaeHue - owmbka-noaTeepxgeHue Lno3a nnm koHTponnepa;
= r) MycTo - HeT oTBeTAa.
[52]
m
— MWcTouHuk. OTO ceTeBOM agpec UCTOYHUKA MHbopMaLuu;
® — OTBeT. 31O BN OTBETA Ha 3arnpoc:
®©
q ~
s a) OTBeT - NonyyYeH HopMmarsbHbI OTBET;
E[ ©0) OwwmbKa - ICTOUYHUK BEPHYIT KO OLLMOKY;
2 B) WHdopmaumsa - nonyyeHbl JaHHbIE, HE CBSI3aHHbIE C 3anpocamu;
r) TammayT - 3a yka3aHHOe B HACTPOWMKax TECTOB CETV BPEMSI OTBET He Obif MOMyyeH.
5 — [AnuHa. 310 AnvHa nonyyYeHHon nHgopmaumm (B 6anTax);
g
ol
z
o Nucer
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Mogn. n pata

MNHB. Ne

B3aum. nHB. Ne

Moan. n pata

MuB. Nenogn.

— [aHHble. 3TO nonyyeHHble AaHHbIe B LIeCTHaguaTepnyHoM opmaTte. Ecnm B okHe HacTpoika
TEeCTOB CeTU He yka3aHo BbiBoAUTb AaHHbIe OTBETOB, TO rpada ocTaéTcs nycTon.

3.3.4 buaoku cuHxpoHu3anuu BpemeHu (BCB)

OkHo 0630pa BCB vmeeT BuA, NokasaHHbIA Ha pUCyHke 12.

i BEB-|I qb X

{192, 168,76, 15} 192,168,254}
? ?

254{192,168.41.2,192.168.42.2}

01.02.2008 11:25:49
-1241 mc,

< >

Bepcna O B
Bepcysa Mo 7
Mepesarpysok: 7

PucyHok 12 — OkHo 0630pa 6CB

B BepxHen yacTu okHa nokasbiBatoTcss BCB B Buae npsiMoyronbHMKoB. CUHMIA LIBET O3HA4YaeT, YTO HET
CBSI3U1, 3eNeHbl — CBA3b B nopsagke. B wanke anemeHTa ykasblBaeTCA CETeBOWM HOMeEP YCTPOWCTBa Mnn
“?”, eCnun OH He 3agaH WM HeusBecTeH. B durypHbix ckobkax ykasblBaeTCsl agpec unuv agpeca, vepes
KOTOpble YCTPOMCTBO JOCTYMHO B ceTU. B HMXKHeN yacTu anemeHTa nokasbiBaeTcs Tekyliee Bpems BCB n
pasHuua Mexay BpemeHem BCB n BpemeHem 4acoB MnokanbHOrO KOMMbIOTEPA, HAa KOTOPOM 3amnyLieHa
OmnarHocTuka.

I'Ipwmeqal-wle - PasHuua BpeMeHn ornpeaendaeTca I'IpM6J'IM3I/ITe.I'IbHO, 6e3 koMmneHcauuMm CeTeBbIX
3aepXxek. [nsa 6onee TouHOro onpeneneHna pasHuubl HYy>XHO UCNOJNb30BaTb ANArHOCTUKY, YKa3aHHYHO B
3.34.2.

B HwkHeM 4yacTu OKHa NPUBOAMWTCS OKHO [AMarHOCTUKM paboTbl ycTpoucTBa. [na akTuBMpOBaHWUS
OWarHoCTUKN LLENKHMUTE NIEBOW KHOMKOM MbIWKN MO anemMeHTy. [1py 9TOM 3neMeHT BblgensaeTcs XUpHOW
pamMKOM, a B HWXKHIOK 4YaCTb OKHa BbIBOOUTCA AOWArHOCTMKA BbILENEHHOro YCTPOWCTBA B pearibHOM
BpeMeHu.. B criyyae oTCyTCTBMSA COEAMHEHUS OKHO AMAarHOCTMKMN NOKa3biBaeT TEKCT owmnbku. [na paboTol
C HY>KHOW ONarHOCTMKOWN BbIOEpUTE COOTBETCTBYHOLLYHO 3aKITaaKy.

3.34.1 Cucrema
Mpu BbIGOpe 3aknagkn Cuctema BbIBOAUTCS crepytollasi Hopmaums:

— Bepcusa OC. 370 TekyLas Bepcusi onepauuoHHON CUCTEMBI, NMOA YNpaBrieHNneM KOTOPOn
pabotaet ECB;

— Bepcua NMNO. 37o Tekywasa Bepcus compmeHHoro N0 BCB;

— TMepe3arpy3ok. [oka3biBaeT KONMYECTBO Nepe3arpy3oK, BbIMOIHEHHbIX YCTPOMCTBOM C MOMEHTa
nepBoro BkMtoYeHUs. [JaHHble None3Hbl A5 BbISCHEHUS dhakTa nepesarpy3ku yctponcTsa. Ecnin
CYETYUK U3MEHWUIICSI C MOMEHTA NocriegHero HabnaeHUs, To 3TO 3HAYUT, YTO CUCTEMA
nepesanycrunach;

— Bpems paboTbl. 3T0 BpeMd paboTbl C MOMEHTa NOCMeAHEro 3anycka unu nepesarpysku;

— Cetb 1 1 Cetb 2. OnpegenstoT Tekywmi ctatyc cetein. Ecnn Ok, To Bce B nopsgke, MHa4ye TEKCT
yKasblBaeT Ha npobnemy;

— 3arpys3ka namaTtu. Onpegenset 06bemM NnamMaTH, BblAeNEeHHON Ans paboTbl NpuknagHom
nporpamMmbl yCTponcTBa. Ecnn ycTponcTBo paboTaeT KOPPEKTHO, TO 3Ta BENUYMHA HUKOTAA He
pomkHa npnbnmxkatbcsa K 100%.

3.3.4.2 Bpems
Mpu BbIGOPE 3aknagky Bpems oTkpbiBaOTCA ABE TAGNMLbl: BEPXHSIS U HIDKHSIS.

BepxHasa Tabnuvua nokasblBaeT OWArHOCTUKY CUHXPOHU3AUMM BPEMEHW KOHTPOMMEPOB, HWKHAS —
ONarHOCTUKY CUHXPOHM3aLMM BpEMEHN yKasaHHbIX B koHdurypauun 6CB NTP-cepBepoB.

B okHa BbIBOANTCA crnegytowasa nHpopmaums:

— Aapec KOHT. DTO CeTeBOW aapec KOHTpornnepa;
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Mogn. n pata

MNHB. Ne

B3aum. nHB. Ne

Moan. n pata

MuB. Nenogn.

— Bpems cuHxpoHusauumn. 370 BpeMs, koraa B nocneaHui pa3 bCB Bbigan KoHTponnepy koA
BpemeHu. Kop Bblgaétca 1 pas B MMHYTY B LITATHOM cuTyauuu n 1 pas B 5 cek., ecnv 6binu
owmnbKu;

— Cratyc. 370 cocTosiHMe cuHxpoHusaumn. Ecnu Ok, To BCe HOpManbHO, UHaYe Noka3sbiBaeTCs
TEKCT, onucbiBaoLWun npobnemy;

— OTKnoHeHue. 3TO Tekyllas pasHuua mexay BpemeHeM BECB 1 BpeMeHeM 4acoB KOHTporsepa.
Bpewms 3anpawmsaetca 1 pas B 30 cek. B witatHou cutyauum, n 1 pas B 5 cek., ecnu 6binu
ownbkn. OTKINOHEHNEe He MoxXeT BbITb 3aMepeHO TOYHee, YeM CeTeBble 3aepPXKku obMeHa nntoc
BpeMms unkna koHTponnepa. O6bIMHO 3TO HECKOMNbKO AECATKOB MUMNMNUCEKYHS,;

— Appec cepBepa NTP. 310 IP-agpec cepeepa NTP;

— OTKnoHeHume. 3JTO Tekyllas pasHuua mexay BpemeHeM yacoB NTP-cepBepa 1 BpeMeHeM 4acoB
BCB;

— Cratyc. 370 cocTosiHne nogkrtodeHus K cepsepy NTP;

— AktuBHocTb. Ecnu ykasaHa, To aT0T cepBep NTP ucnonb3yetcs kak UCTOUHUK EgnHoro
BpemeHu. Tonbko oauH cepsep NTP MOXeT nMmeTb akKTUBHOCTb;

— Tanm-ayToB. KonmyecTtBo TariM-aytoB oTBeToB OT NTP-cepBepa ¢ momMeHTa 3anycka B5CB.

3.3.4.3 K/imeHTBI BpeMeHu

I'IpM Bbl60pe 3aknagkn  KnueHTtbl BpeMeHn BbIBOOUTCA OUarHoctnyeckas I/IHd)OpMaLl,I/IH o
CUHXPOHU3aLnn BpeMmeHn 4acoB KOMMbOTEPOB Pabouunx ctaHuumi:

— CraHuumsa. 310 DNS nmsa n ceteBori HoMep KOMMNbOTEPA, MPONMCaHHOro B KoHurypauum 5CB
KaK ero KInmeHT;

— IP-appeca. 310 Tekywue IP-agpeca, nony4veHHble yepes cnyx6by DNS, u ctatyc. Ecnu ctatyc
Ok, To koMNblOTEP AOCTYNEH MO JaHHOMY afpecy, UHa4Ye — HeT;

— OTKnoHeHue BpeMeHU. ITO TekyLLasa pasHuLa mexay BpemeHem YacoB 5CB n BpemeHeMm
YacoB KOMMNbOTEpPA.

3.3.4.4 CTaHIIMM COOBLITHI U OIIHGOK

Mpun BbLIGOPe 3aknagkM CTaHUMKM COObLITUM U OWMBOK BbLIBOOMTCA AMarHoctuyeckass mHdopmMaumsi o
cBsassax BCB ¢ Pabounmu ctaHumsimn. OHa aHanormyHa nHdopmMaumm 0 BHELWHUX coeauHeHunsix LUnw3a,
onncaHHom B 3.3.1.5.

3.3.4.5 KiaueHT KOHTpPOJLJIEPOB

Mpn BbiGope 3aknagkn KnneHT KOHTponnepoB BbIBOOUTCS OuarHoCTUyeckast MHpopmaums o CBA3NAX
BCB ¢ PemukoHtamu:

— Wnw3. 310 Homep LLUnto3a;

— IP-agpec. 310 agpec Lnto3a;

— Cratyc. 3710 coctosiHne Ok nnu TeKCT oWunoKu;

— MNocnaHo. 3710 Bcero nocnaHo 6anT ¢ MOMEHTa 3anycka;

— MNony4yeHo. 3710 Bcero nomny4yeHo 6anT ¢ MOMEHTa 3anycka;

— Makc. MoTok. 310 MakcMMarbHbIV Habntogaembli NOTOK AAaHHBIX C MOMEHTa 3anycka;
— Tek. MoTok. 3T0 TeKyLLMIN NOTOK AaHHbIX B 06e CTOPOHbI;

— Cp. noToK. 3TO cpeHuin NOTOK AaHHbIX B 06e CTOPOHLI C MOMEHTA 3arnycka.

3.3.5 Me30H-KOHTpPOJJIEPhI

OkHo 0630pa Me30H-KOHTPOMIepoB MMEET BUA, NOKa3aHHbIA Ha pUCyHke 13.

Me30H-KOHTpOnneps! | qbpx

-

41{192.168,41.241,192 168,942,241} 34192.168.26.111,192, 168,26, 112}
Qas {Tect MK <= =Mk (MK nonmMron)(Gas, 00 gas 4Tect MK <- =Bk} Gas, 0)
gas {tmpk(Gas;0)
gas {TecT MK <-=MK} (MK gas)iGas, 0

CHeTema | Coprep A pal. cranunit | Kivent konTponnepos
Bepcua OC: 1.1.1.15
Bepcha N &6.1.7.1

Mepesarpysor; 40
BpemA paboTer  7.20:39:00.4610000

Cetel: Ok
Cetb2: Ok

Tarmiemca namaTae 1700k

PucyHok 13 - OkHo o630pa Me3oH-KOHTpOnnepos
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MNHB. Ne

B3aum. nHB. Ne

Moan. n pata

MuB. Nenogn.

B BepxHel yacTu okHa YCroBHO nokasbiBaloTcs Me3oH-KOHTponnepbl B BUAE NPSIMOYronbHUKOB. CuHUI
LBET O3HaYaeT, YTO HET CBSA3U, 3eNéHbI — CBA3b eCTb. B Wwanke anemeHTa ykasblBaeTca ceTeBOW HOMep
yCTpoucTBa unu “?”, ecnu oH He 3aJaH Unn HemsBecTeH. B curypHbeix ckobkax ykasbiBaeTcs agpec unu
ajpeca, Yepe3 KOTOpble YCTPOWCTBO [OOCTYNHO B CeTU. B HWXHeW yacTu anemMeHTa nokasbiBaeTcs
nepeyeHb 3anyLleHHbIX 3a4au.

B HwkHeM 4yacTM OKHa NPUBOAWTCS OKHO [OMArHOCTUKM paboTbl yCTpoWcTBa. [ns akTMBMPOBaHUS
OWNarHoCTUKN LLENKHMUTE NIEBOW KHOMKOM MbIWKN MO anemMeHTy. [py 9TOM 3aneMeHT BblgensaeTcs XUpHoW
pamMKOM, a B HWXKHIOK 4aCTb OKHa BbIBOOUTCA AOWArHOCTMKA BbILENEHHOro YCTPOWCTBA B pearibHOM
BpemeHu. B cnyyae oTcyTCTBUSA COEAMHEHUS OKHO OUArHOCTUKM MoKa3biBaeT TEKCT owmnbku. [Ina paboTbl
C ANarHOCTMKON BbIGEPUTE COOTBETCTBYIOLLYIO 3aKITaAKYy.

3.3.5.1 Cucrema
Mpwv BbIGOpE 3aknaaku Cuctema BoIBOAUTCS criegytollas MHgopmaums:

— Bepcusa OC. 370 TekyLaa Bepcusi onepaulmoHHOW CUCTEMBI, NOA YNpaBrieHNneM KoTopomn
pabotaeT Me3oH-KOHTpOep;

— Bepcua NMNO. 37o Tekywasa Bepcus onpmeHHoro N0 Me3oH-KkoHTponnepa;

— TMepes3arpy3ok. [oka3biBaeT KONMYECTBO Nepe3arpy3oK, BbIMOIHEHHbIX YCTPOMCTBOM C MOMEHTA
nepBoro BkMtoYeHUs. [JaHHble None3Hbl A BbISCHEHUS dhakTa nepesarpy3ku yctponcTsa. Ecnin
CYETYUK U3MEHWUIICSt C MOMEHTA NocriegHero HabnaeHUs, To 3TO 3HAYUT, 4TO CcUCTEMA
nepesanycrmnacs;

— Bpems paboTbl. 3T0 BpeMd paboTbl C MOMEHTa NOCMeAHEro 3anycka unu nepesarpysku;

— Cetb 1 u Cetb 2. OnpegenstoT Tekywmi ctatyc cetein. Ecnn Ok, To Bce B nopsgke, MHa4ye TEKCT
ykasblBaeT Ha npobnewmy;

— 3arpy3ka namaTtu. OnpegensdeTt 06bemM namMaTi, BblAeneHHon Ans paboTel npuknagHom
nporpamMmbl yCTponcTBa. Ecnn ycTponcTBo paboTaeT KOPPEKTHO, TO 3Ta BENUYMHA HUKOTAA He
pomkHa npnbnmxkatbcsa K 100%.

3.3.5.2  CepsBep AJist pa6oYMX CTAHLLUHA

Mpu BbIGOpE 3aknagku CepBep ANA pabd. cTaHLMM BLIBOAUTCS AMarHOCTUYeCKas MHpopmaumsi o0 CBA3AX
Pabounx ctaHuum ¢ Me3oH-koHTponnepoM. OHa aHamnormyHa uHopMauMM O BHELUHUX COEAMHEHMUAX
LLnro3a, onucaHHom B 3.3.1.5.

3.3.5.3 K/IMeHT KOHTPOJ/IJIEPOB

Mpu BbiIGOpe 3aknagky KnuMeHT KOHTPOMNepoB BbIBOAUTCA AMarHoctudeckas MHAOpMaLUus O CBA3AX
Me3oH-KkoHTponnepa ¢ PeMukoHTamu:

— Wnw3. 3710 Homep LLUnto3a;

— IP-agpec. 310 agpec LWnto3a;

— Cratyc. 3710 coctosiHne Ok nnu TeKCT oWunGKM;

— MNocnaHo. 3710 Bcero nocnaHo 6anT ¢ MOMEHTa 3anycka;

— MNony4yeHo. 3710 Bcero nony4yeHo 6anT ¢ MOMeEHTa 3anycka;

— Makc. MoTok. 3T0 MakcMMarbHbIV Habntogaembli MOTOK AaHHBIX C MOMEHTa 3arnycka B 06e
CTOPOHBI;

— Tek. MoTok. 3T0 TeKyLLMIN NOTOK AaHHbIX B 06e CTOPOHbI;

— Cp. noTOoK. JTO CpefHMIN NOTOK AaHHbIX B 006€ CTOPOHLI C MOMEHTA 3anycka.

3.4 MOHMTOp NPUI0KEHUH
Paspen copepxuT cnpasky no paboynm okHam knneHTa MoHUTopa NpunoXxeHUN.
3.4.1 CoeauHeHHUE C MOHMTOPOM NPUJIOKEHUN

[na pguarHOCTUKM M ynpaeneHust NPUITOKEHUSMU Ha KOMMblOTEpe Kakon-rmbo Paboueln cTaHumum
HeOOXOAMMO YCTaHOBUTb COEAVMHEHWEe 3TOro KommbioTepa C cepBepoM MoHMTOpa NPUNOXEHUN.
MpaBuna BbI30Ba OKHa 41151 YCTAHOBKM COeanHEHMs (PUCYHOK 14) npmnBeneHbl B 2.2.1.
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IToT KDManJTEp| 4 b x

MprnoxeHa |

MprnosedHe PID COCTOAHHE Faf
»

< | >

16:44:43:32 [Cepeep moHWTOpa npuaoxenui] Owutka npy patore c Npunoker A
16:44:51:93 [Cepeep MoHWMTOPa NpUACKEHME]: 3anyck npunokeHHa Tt i
16:44:51:93 [Cepeep moHuTopa npuaokenuinl Dwutka npu patore ¢ npuaoket -
16:44:56:95 [Cepeep MOHWTOPa NPMADKEHME] 3anyck npunoxkeHHs tutr'

< >

Bce AaHHsie | MpoTokon cepeepa | #ypHans |

PucyHok 14 - OkHo coeguHeHUs ¢ MOHUTOPOM NPUITOXEHUN

3.4.1.1 CocTrosiHMe NPUJIOKEHUS

Mpun BbIbOpe 3aknagku Bce paHHble B okHO (pucyHok 14) BbiBOAMTCA Tabnuua, copepkallas
MHGOPMALIMIO O TEKYLLIEM CTaTyCe NPUMNOXEHUSI:

—  MpwunoxxeHne. 310 Ha3BaHWe NPUNOXEHNS;
— PID. 370 yHuKanbHbIn naeHTUMOUKATOP NpoLiecca NpUNoXeHus;
— CocTosiHMe, 310 COCTOsIHNE OOHOIO UM HECKOMNBKUX aTpUGYTOB TEKYLLENO COCTOSIHUS
npunoxeHus. MoxeT NPMHUMaTL CreaytoLme 3HaYeHUs:
a) YpaneHo - npunoxeHve ObIIo yaaneHo M3 MOHUTOPa NPUOXEHWIA, HO HE YCMeno 13
Tabnuubl;
6) AKTMBHO - NpUNoxeHve paboTaer;
B) He ynpaBnsaeTcsa - KOHTPOMb 3a BbINONIHEHUEM NPUMOXKEHNS BbiN BBIKIOYEH (CM.
onucaHust PyHKLMIA HUKE);
r) BbIrpy>eHo - npunoxeHve B JaHHbI MOMEHT HE 3anyLLEHO;
A) 3anycKaeTca - NpUnoXeHWe B JaHHbIA MOMEHT 3amnyckaeTcs;
e) AmHammnuecKkoe - faHHOe NPUMOoXeHKe 3anyLleHo AMHAMUNUYECKM;
X) Mepe3sanyck Windows - Windows B AaHHbI MOMEHT nepesanycKkaeTcs.
— Pabouunit cton. 3to pabounii cTon, Ha KOTOPOM 3anyLeHa nporpamma. Pabouuit cton

3a0aéTcsa B COOTBETCTBYHOLUUX HAacTpokax MoHUTOpa npunoxeHun unu, ecrnv npoLecc
OWHaMU4eCKuI, TO B HACTpOMKax 3anycka.

3.4.1.2 Ynpas/jieHUe NPUIOKEHHUEM

Mpv BblOAeneHWM COOTBETCTBYIOLIEN CTPOKM B Tabnuue CTaHOBATCS AOCTYMHbIMU OYHKUUM paboTbl C
NPUNoOXeHneMm nmbo 4Yepe3 KOHTEKCTHOE MEHIO (Bbl3biIBAEMOE MO MPaBOW KHOMKE Mbliln), MO0 yepes

nyHKT rnasHoro meHio Mpouecc / Bkarounts 1 Mpouecc / Boikarountsb:

- Bkarountb ynpasneHue v BoikatounTtb ynpasaeHue. Ecnn BkniounTs, To MoHuTOp
NPUNOXEHUN KOHTPONMPYET 3aBUCaHME U JOCTYNHOCTb NPUIOXEHNS, MPU HEOOXOAUMOCTM
nepesanyckasi ero asTomatnyecku. Ecnv BeiknouunTb, To nporpamMma paboTaeT kak 06bI4HO, U1
npu 3aBMCaHWM UMK BbIFPY3Ke HUYEro He npomcxoauT. [JaHHas HacTpoKKa He coxpaHsieTcs npuy
nepesanycke Windows nnu MoHuTopa npunoxeHun. Hactponka uMeeT CMbICN TONbKO A
BbIOENEHHOMO NPUNOXeHus. [nsi BbIKIMIOYEHNUS UMW BKIIOYEHUST MOHUTOPWHIA ANs BCEX
MPUNOXEHUI crieqyeT UCMoNb30BaTh B rmasHoM MeHio nyHkT CepBep / Pabora;

— 3anycTtuTb - 3anyckaeT NPUNoXeHUe, ecrivi OHO He 3anyLLEHO UMK NOKa3biBAET €ro NOBEPX BCEX
OKOH, €CInU OHO Y>xe BbINo 3anyLeHo;

— 3aKpbITb - JenaeTcs NonbITKa 3aKPbITb NPUNOXEHWE OBbIYHBIM 06Pa30oM C COXpaHeHUeM
AaHHbIX. CpabaTbiBaHne 3TON PyHKLUUN 3aBUCUT OT NpUoxeHus. Hanpumep, ecnun npunoxexue
3aBUCNO, TO PYHKUMS He nmeeT ahekTa;

—  BbIrpysutb - npuHyamTensHoO 3akpbliBaeT npunoxeHue. HecoxpaHeHHble AaHHbIe NPporpammbl
OynyT yTepsiHbl;

MuB. Nenogn.
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— Ypanutb npunodKeHue (TornbKo rmaBHOE MEHI0) - yaansieT AMHaMUYECKUIA NPoLLece 13
MOHUTOpPA NPUMNOXEHWIA. 3aKPbITUE NPUINOXKEHNA NPOUCXOAMNT B COOTBETCTBMU C HACTpOKamMu
AVMHaMWYecKoro npotiecca.

3aknagku BHW3Y No3BonsoT paboTaThb ¢ xkypHanamu pabotsl MOHUTOpPa NpUIOIKEHWIA:

— Bce pgaHHble - BLIBOOWT AaHHbIE, reHepupyemble 3anyLeHHbIMU NporpamMamu 1 caMmum
MOHUTOPOM NPUNOIKEHNI B faHHbI MOMEHT;

— MMpoTtokon cepBepa - 70 e, YTO ¥ NpeabiayLlee, HO NOKa3biBaloTCS TONbKO AaHHbIe
MoHuTOpa NpuIoIKEHUIA;

— JKypHanbl - no3BonsieT 3arpy3vTb no6o AOCTYMHbIN XypHan, CBA3aHHbINA C TEKYLLWM
coeanHeHveM. [Ing paboThbl C 3arpy>KeHHbIM XXypHanoM UCMnonb3ynTe KHOMKN BBEPXY OKHA:

a) OTKpbITb - BbIGMpaET XXypHan Ans OTKPbITUS;

6) CoXpaHWUTb - COXPaHSET OTKPbITLIN XypHan B hais;
B) HaWTh - nieT TeKcT B 3arpy>KeHHOM XXypHare;

r) OUNCTUTD - OUMLLIEET COEPXKMMOE OKHA XypHana.

Bce xxypHarnbl BbIBOOATCA B CTaHO4APTHOE OKHO paboThl ¢ xXypHanamu (cm. 3.1.4).

B okHe ¢ 3aknagkomn Bce AaHHbIe B JiOKallbHOM MEHK MosABNdAeTcdA [OonofnHuTenbHaa onuusa

OTtnapouHas neuarb. MNpu eé BbIbOpe NokasbiBaeTcA CTaHAAPTHbLIN Ananor Bbibopa uHgopMaumm ans
OTNnagoyHon nevatn. MameHeHusi, coenaHHble B 9TOM OKHE, COXPaHSKTCH Ha MOCTOSHHOW OCHOBE W
MMELT rnobarnbHbI Anst KOMMNbIOTEPA, C KOTOPLIM YCTAHOBEHO coeanHeHne, 3 dEKT.

3.4.2 00630p ceTn

Mo3BonsdeT nonyynMTb OB30pHYHD MHOPMaUUID O 3anylleHHbIX Ha Pabouux cTaHuusax nporpamMMHbIX
NPUNOXEHNSIX U O B3aUMHOW BUOUMOCTU KOMMblOTepoB Pabounx ctaHuwmi. Mpasuna 3anycka dyHKLum
0O630p ceTn cm. B €3.3.1.

3.4.2.1 /1oCTYHHOCTb NPUJIOKEHUM

[locTynHOCTb NPUNOXEHUn NO3BOMSET NOMy4YnTb MHGOpMaLmMio nNo paboTarowmm npunoxeHmnam KeuHta
OOHOBPEMEHHO C HECKONBKMX KOMMbIOTEPOB.

0630p ceT paboury CTaHLMA | 4 X

KomneroTep | BnokHoT Crnpaska
i o} O
Paligon O O

oat & )

< >

PucyHok 15 — OkHO 3aknagku [JoCTyNnHOCTb NPUNOXEHUI

Ha pucyHke 15 BMAHO, Kak Mo CTpOKaM pacnosioXeHa MHopmaums O nporpammax KomnbroTepa, UMs
KOTOPOro BbIBOAWUTCS B nepBom ctonbue. Kaxapin ctonbewl, COOTBETCTBYIOT O4HOW NMporpaMmme, npu 3Tom
B Tabnuuy BbIBOAATCH BCE NPUMOXEHWS, JOCTYMNHbIE MO BCEM BblOPaHHbIM KOMMbIOTEPOM.

lMporpamma cyMTaeTcsa OOHOM M TOW Xe, ecnn eé HasBaHue, 3afjaHHoe B HacTporkax MoHuTopa
NPUNOXEHUNA, WOEHTUYHO Ha BCEX KoMMbkoTepax. PasHble cocTosHust nporpamm oTobpaxarTcd
pasHbiMK UBeTamMu. [ns nonyvyeHus cnpaBky MO LBEeTaM HaXMUTE MpaByld KHOMKY Mbiln B Tabnuue u

BbiGepuTe MapameTpbl.

HwmxHaa vacTb OkHa coaepxut ONarHoCTUYECKNN BbIBOL CO BCEX cepBepoB MOHVITOpa HpMnO)KeHMﬁ,
Bbl6paHHbIX B Tabnuue. [JaHHble, d)OpMMpyeMble CaMUMK NPUNOoXeHNnAMn, B 3TOM OKHE HE BbIBOOATCA.

I'Ipwmeqal-wle - 3ar|y0|<a|ou.|,m71 nonb3oBaTeslb AOIMKEH MMETb NpaBO HaA NOAKMKYEeHne K MOHMTOpy
npwnox(eHMﬁ COOTBETCTBYHOLLEro kKomnbtoTepa.
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3.4.2.2 J1oCTyIHOCTb aGOHEHTOB

Mo3BongaeT nonyynTb MHDOPMALNIO O B3aUMHON BUAMMOCTU KOMMboTepoB Pabounx ctaHumin. Tabnuua
dopmupyetcs kak matpuua N*N, roe cTpoka COOEPXUT UCXOLHbIA KOMMbKOTEpP, a ctonbey — apyron
KOMMNbIOTEP, KOTOPLIN BUAUT UNU AOSMKEH BUAETb UCXOOHbLIN KOMMbIOTEP. B A4yelike ykasbiBaeTca YnCO
ceTeil, NO KOTOPbIM WCXOOHbIA KOMMbIOTEP BMOWUT COOTBETCTBYIOLLErO aboHeHTa, UnuM «?», ecnu
WHpopmauumst HegocTynHa. Kak npumep, Ha pucyHke 16 komnbtoTep 08s Buant cebs n komnbtotep 08t no
OoAHoM ceTu u He BuanT komnbtotep Pol. MHdopmaums o Tom, 4to n kak Buamt Pol, HensBecTHa.

0as 0sk Pal

PucyHok 16 - OkHo 3aknagku JJocCTynHOCTb aOOHEHTOB

MpumeyaHus

1 31y dyHKUMS paboTaeT KOPPEKTHO, TONBKO eCcrv napa KOMMbITEPOB HAXOAMTCS B OAHOM FOKanbHOM
cermMeHTe ceTu w/unu paspeweHa nepefada multicast IP-nakeToB Ha MaplupyTu3aTtope, a Takke
KOPPEKTHO HacTpoeH unu BbikntodeH bpanamayep Windows.

2 3aI'IyCKaPOLLI,I/1I7I nonb3oBaTeslb OOMKEH MMEeTb NpaBO AJ1d NOAKIMKYEeHUA K MOHMTOpy NPUNOXeHna
MCXOOHOro KomMmnbroTEpPA.
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