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1 BBeaeHue

HacTosilee pykoBoACTBO ABMSiETCA SKCMyaTaLMOHHbIM JOKYMEHTOM U COAEPXKUT CBEAEHNS O npaBunax
ucnonb3oBaHMss CucteMbl aBTOpM3auuM nonb3oBaTenen ¢ nomMowbi Smart-kapT B cocTase
nporpaMmHo-TexHuyeckoro komnrekca KBuHT-6 (nanee B Tekcte - KBUHT)

[okymMeHT npegHa3sHayeH AN MPOEKTHbIX M HanagouvHbIX opraHusauui, cosgawwmx ACY Tl Ha 6ase
KBuHTa, a Takke onsd nepcoHana, aKCnnyaTupytoLero 3Tm CUCTEMBI.

1.1 HaszHauyeHue

Smart-kapTbl uUcnonb3yloTca Ans uMaeHTUdUKauMm nonb3oBaTener npu ux poctyne k Pabounm
ctaHumsm KeumHTa M obecnedeHuss 3awmTbl OT HeCaHKUMOHMpOBaHHOro pgoctyna. [lpu 3Tom
nosnb3oBaTento He TpebyeTcs 3anoMuHaTb CBOW Mapoflb M UMS, TaK Kak OHW maeHTudumumpyetcs ¢
NOMOLLIbIO KapTbl, ochopMmnaemMon cpeacrsamm KeuHTa.

YCTPONCTBO CUMTbIBAHUS Smart-kapT ycTaHaBNMBaETCsl Ha Kaxxaom pabodvem mecTe. B cnyvasix, korga
Heckornbko Paboumx cTaHuuin obbeanHeHbl B 0OHO paboyvee MecTO, YCTPOWCTBO MOXHO YCTaHOBUTb
TONbKO Ha ofHy Pabouyto cTaHuuMio, a BCe OCTarbHble CTaHLMU CKOHPUIypMpoBaTb Ha UCMONb30BaHWE
€€ B KayecTBe cepBepa Smart-kapT.

2 OcHOBHBIE KOMIIOHEHTbI CUCTeMBbI Smart-kaptT KBUHTa

Ha PUCYHKe 1 nokasaHa norn4yeckasa cxema B3anMoAenCcTBMS OCHOBHbLIX KOMMOHEHT CUCTEMbI:
|

OnepaTopckKe CTaHLWK K
OpYrve KNMeHTCKWE
NPHIOKEHWA

(0 L Ethernet |

Y

Cny#ba Smart-cepeepa
A
Y
[paitsep ASE i

[}

Y

Smart- YCTpOHCTED CHMTHIBAHWA
KapTa Smart-kapT

—

PucyHok 1 - KoMnoHeHTbl cuctembl Smart-kapt

Cnyx6a Smart-cepBepa ycraHaBnMBaeTcsi Ha komnbtoTepe Pabo4yeli ctaHummM, koTopas Mcnonb3yeTcs
Ons cunTbiBaHNS MHGOpMaLmMK ¢ Smart-kapT 1 sBnsieTca cepsepoM Smart-kapT.

CepBep Smart-KapT no3BondeTr ogHOBPEMEHHO HECKOJIbKUM PabouyMm cTaHuMsIM UCNonNb3oBaTb OOHO
YCTpOVICTBO CUYMUTbIBAHNA KapT.

CepBep Smart-kapT MOXeT napannenbHo BbIMONHATbL yHKUMM OnepaTtopckon unm nwobon apyron
CTaHLMW.
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YT06b! KOMNbloTep Paboyelt cTaHUMM Mor UrpaTh porib Smart-cepeepa, Heo6xoaMMo rnocregoBaTesnisHO
NPOV3BECTU criedytolume AeinCTBuS:

—  MOAKMYUTb K HEMY YCTPOMCTBO CYMTbIBaHMA Smart-kapT;
— yCTaHOBMWTb Ha HeMm apanBep ASE ons paboTbl C yCTPOWCTBOM CHMTLIBAHMS;
— YCTaHOBMWTb Ha HEM cnyx06y Smart-cepBepa.

YcTtponcTtBo cuutbiBaHus Smart-kapT - 310 yctponcteo tuna «ASEDrive llle USB V2 Smart Card
Reader» pumpmbl «Athena Smartcard Solutions», nogkntoyaemoe k USB-nopty Smart-cepepa. Onuncaxve
YCTPONCTBA MOXHO HaWTK Ha canTe paspaboTtyuka: http://www.athena-scs.com.

PucyHok 2- YcTponcTBO cUYMTbIBaHUs Smart-kapT

OpanBep ASE - pgpanBep gns Windows, noctaBnsembli ¢upmon «Athena Smartcard Solutionsy.
OunctpubyTre gpanBepa BXOAMT B ANCTPUDYTMBHBINA AMCK KBUHTA.

Cnyx6a Smart-cepBepa — 3T0 pypmeHHoe npunoxeHne KBuHTa, peann3oBaHHOE B BUOE CUCTEMHOMN
cnyx0Obl 1 BbINOMNHSAOLLEE cnegytowmne pyHKUNK:

— nony4yeHune VIH(bOpMaLI,I/IVI oT yCTpOIZCTBa CHMNTbIBaHUA Smart-KapT, oTCnexnBaHue coobITUI
BCTaBKN N U3BATUA KapThbl;

— pa3gady no cetu KrnnmeHTam VIH(bOpMaLI,VII/I O COCTOAHUN yCTpOVICTBa n anMGyTaX TeKyLwiero
nosib3oBaTesnA.

MporpammHoe obecneyeHne cnyxbbl Smart-cepBepa BXOAUT B NakeT (PUPMEHHOrO MNPOrpaMMHOro
obecneyeruns KeuHTa.
2.1 Smart-K/i1veHT

Smart-knueHT - 310 NMo6oe NporpaMmHoe NpunoxeHue KBUHTa, KOTOPOE UCMONb3yeT cuctemy Smart-
KapT Ons uaeHTMduKaumMm Tekyllero nonb3oBatens. [pumepom Smart-knueHTa MOXET CIYXUTb
OnepaTopckasi cTaHumsl.

KnueHT nopkniodaeTcs K cepBepy Mo CeTW, MOcre 4Yero noflyyaeT C cepeBepa COOGLIEHUS O CMeHe
Tekyllero nonb3oBatens, c6oe ycTpoicTea M T.0. [py 3TOM Yy KIMeHTa OcTaeTcsl BO3MOXHOCTb
1CMonb30BaTh NaposSibHYH0 CUCTEMY 3alluWTbl, HanpuMep, Ha crnyyYan BbIXoda W3 CTPOSA YCTpoWcTBa
CUMTbIBaHMS.

Smart-knmeHT MoXxeT paboTaTb Ha KOMMbIOTEPE, ABASIOWMMCA Smart-cepBepoMm.

2.2 Smart-kapThl
B KeuHTe npumeHstoTcs Smart-kaptel Tvna ASE Memory Card, 3almiéHHble naponém.

MepcoHanbHaa Smart-kapTa BblgaéTtca kaxgomy nonb3oBatento ACY TT1. lNMpuxoas Ha pabovee MecTo,
nonb3oBaTenb AOSMPKEH BCTABUTb KApTy B YCTPOMCTBO CHUTLIBAHUS, Nokuaas paboyee Mecto — M3BreYb
ee.

3 YcraHOBKa M HAaCTPOMKA cUCTeMbl Smart-KapT

3.1 IloaroroBka Smart-cepsepoB

Smart-cepsep pomkeH ObITb CKOHUIypUpoBaH Ha Kaxgom paboyem mecTe nonb3oBatens. Ecnu
paboyee mecTo npeacraenseT cobor ogHy Pabouyto cTaHumio, eé KomnbtoTep U GyaeT BbINOMHATL POsib
Smart-cepsepa. Ecnu pabouyee mecto obbeamHsieT Heckonbko Paboumx cTaHuui, To ponb Smart-
cepBepa MOXET BbINOMHATL KOMMbIOTEP NIOOOW M3 3TUX CTaHLMA.

Ons KOMMNbOTEpPA, HA3HA4YeHHOro Ha poJib Smart-cepBepa HeobxoauMo B CTpOFOVI nocnenoBaTesibHOCTU
npon3BecTu cnegyrwwme DEencTBus:
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— noacoeauHntb K ero USB-NopTy yCTPONCTBO CUMThIBaHWS Smart-kapT;
— 3arpysuTb B 3TOT komnbtoTep apanBep ASE c guctpmbytmeHoro ancka KeuHTa;
—  3anycTtuTtb cnyx6y Smart-cepeepa.

[MpaBuna ycTaHOBKM MporpamMmHoro obecneyeHms KBMHTa M ero HacTpOWKW MpuBeAeHbl B OOKYMEHTE
«Komnnekcbl nporpaMMHo-TeXHUYeckne KBUHT-6. WIHCTannauus nporpaMMHOro obecrnedYeHunss U
HacTponku. PykosoacTteo nons3osatens MN®ON.421457.009 N3. 1»

3.2 Hacrpo¥ka Smart-K/IMeHTOB

Hactpownka knueHtckoro O KeuHTa ana ucnonb3oBaHus Smart-kapT NpoM3BOAMTCH Creayowmnm
obpasom:

— 3anycTtuTtb npunoxexue MapameTtpsbl B nanke Hactponka nepesa KBUHTerpaTop;

—  OTKpbITb NYHKT BEe30nNacHOCTb;

— ybepguTbes, 4TO B cnucke Pabounx cTaHuuii BbiopaH anemeHT Bce KOMMNbIOTEPHI,

— 3HaveHve napameTpa Ncnonb3oBaTb SMART-KapThkl ycTaHoBUTL B [1a;

— ecnu kaxpgoe paboyee mecTo npeacraensaet cobon ogHy Pabouyto ctaHumio, 6onbLue HUKaKux
HacTpoek He TpebyeTcs;

— B NPOTUBHOM Cny4yae, criefyet HacTpouTb napameTp CepBep Smart-kapTt. Ecnu komnbiotep A
ucrnonb3yeT koMnbioTep B B kauectBe Smart-cepBepa, Hy>kHO BbiOpaTb koMnbloTep A B Cnivcke
Pabounx cTaHLuMI 1 BBECTM CETEBOE MMsI KOMMbloTepa B B kavecTBe 3Ha4YeHMs JaHHOTO
napameTpa. ATy onepauuio criegyeT npogenartb A4S KaX4oro KoMnbioTepa U3 cnmncka paboumnx
CTaHUWN.

MpumeyaHue - [Npn ncnonb3oBaHuM OyGNMPOBaHHON CeTU Heobxoanmo ykasbiBaTb nonHoe DNS-nwvs,
BKtoYaLlee nma gomMeHa, Hanpumep: SmartServ.Block3.local.

3.3 Iloagroroska Smart-kKapT

3anncb nepcoHanbHbIX [AaHHbIX Ha Smart-kapTel MNPOM3BOAUTCA CUCTEMHBLIM  aAMWHUCTPATOPOM
cpeacTBamMy MporpamMHOro npunoxenuss AomuvHuctpatop Bf. MpaBuna noarotoBkM CM. B AOKYMEHTE
Moapo6bHO 3TOT npouecc onucaH B [AoKymMeHTe «Kommnekcel nporpaMMHo-TexHUYeckne KBUHT-6.
AgmuHucTtpupoBanue npoektos ACY TrI1. PykoBoacTteo nonb3oartenst [N®ON.421457.009 U3. 3».

4 Pa6oTta cucteMsbl Smart-kapT

4.1 Pa6oTa cayk6bl Smart-cepBepa

Cnyxb6a Smart-cepBepa £BMsieTCS «MNOCpPegHUKOM» Mexay JapamBepoMm ASE un  KnuneHTCkMMun
npunoxennsmu KeuHta. Cnyxba B3anmogencteyet ¢ gpamsepom ASE, nonyyas oT Hero nHgpopmauuio o
BCTaBMEHHOW kapTe, a Takke cobblTUA BCTaBKM U U3BbATUS KapTbl.

Cnyxba obecneymBaeT NOAKMIOYEHNE KITMEHTCKUX NMPUIOXEHWUIA, BbIMOMHSAKLIMXCA Ha TOM Xe WUNn Ha
OpYrom KomnbetoTepe, No kaHanam named pipe.

an BCTaBKe UIMN U3BATUN KapTbl, NMPU YCTaHOBJIIEHUN UNN pa3pbiBe CBA3N C yCTpOIZCTBOM n npu gopyrmx
N3MEHEHNAX COCTOAHNUA CUCTEMDbI cny>|<6a onoeeLlaeT 06 3TOM BCeX NOAKIMIOYEHHbIX KIMEHTOB U BblAaeT
3ByKOBOVI CurHarn.

4.2 YupasBJieHHUe CIyK001 Smart-cepBepa

Mo ymonyanutio, cnyxba Smart-cepsepa aBToMaTM4eCKN 3anyckaeTcs Npu BKIKOYEHUM KOMMboTEpa. Tem
He MeHee, 3anyCTUTb UMM OCTAHOBMUTL CryXOy cepBepa, a Takke CMEHUTb PEXMM ee 3anycka MOXHO
BPYYHYIO.

Mpumeuanune - Tonbko Nonb3oBaTernb, UMeKLWWIA NpaBa NoKanbHOro agMUHUCTpaTopa Ha AaHHOM
KOMMblOTEPE, MOXET YNpaBnaTb cryxo6oi Smart-cepsepa.

Ons Py4YHOro ynpasneHusa HeobxoaMMo nocneaoBaTesibHO npon3BecTu crnegywuine DencTBus:

— 3anycTtuTtb npunoxeHve AagmuHmuctpatop cepBepoB KBuHTa B nanke Hanapgka nepesa
KBWUHTerpatop;

— B aepese cepBepoB KBuHTa oTMeTuTb NyHKT SMART-cepBepbl U HaXaTb KHOMKY B MpaBoi Yactu
okHa [JobaBuTb cepBep (pucyHok 3). B pesynbtaTe oTKpoeTcs okHO [JoGaBuTb cepBep (PUCYHOK
4), B KOTOPOM crieflyeT ykasaTb MMS KOMMbOTepa, aBnstoLLerocs Smart-cepsepom:

Nuct
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a) and Bbl60pa JTOKalibHOro KoMnbkOTEPA, HA KOTOPOM MNOJib30OBaTESlb B OaHHbIN MOMEHT
paGOTaeT, HeobxoaMMO OTMETUTL NYHKT dtoT KOMNbHOTEP;

6) A4na Bblibopa KoMmnblOTEPA M3 CETM HEOOXOAMMO BBECTM €ro MMsi B Mofe BBoAa Wi
HaXkaTb KHOMKY "..." 1 13 cnncka KOMMbIOTEPOB BbIOPaTb HYXXHbIN.

AppmvHMcTpaTop cepeepos KeunTa g@@|

wakn  Mouck

= Eﬁ Cepeepel KeuHra
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- Ll Makurape! npuncskenu CnMcoK cepBepoB GopMUPYeTCA NONLI0BATENEM M XPaHUTCA Ha 3TOM
T Cranuuu spemeru komnetoTepe. AnA gofaBneHna snemMeHTa B CNMCOK HEMKUTE KHOMKY
1T PacuetHeie cTaHum "NoBaenTe cepeep”. MOMHO TaKHe WENKHYTE NMPABOR KHONKOA MEILLKM
+ ﬂ Cepeept! GNoKMpoBDK Noyany Lepesa.
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PucyHok 3 - OkHo AaMmuHucTpaTopa cepBepoB KBMHTa
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PucyHok 4 - OkHo ans go6aBneHUs cepBepoB.
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npaBoi YacTW OKHa MNOABUTCA WHAOPMaLWs, COOTBETCTBYHOLLAS COCTOSIHUIO YCTPOMCTBA CUUTBLIBAHUSA
Smart-kapT B AaHHbI MOMEHT BpEMEHU (PUCYHOK 6).
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PucyHok 6 - OkHO npoBepku paboTbl yCTPOMCTBa CHYUTbIBaHUA Smart-KapT.

4.3 Pa6ora Smart-KjiueHTa

KnneHTckasa yactb cuctemMbl paboTaeT cnegylowmm obpasom:

ecnu ansa komnbtoTepa Pabouen ctaHuuun B aepese KBUHTerpatop B nyHkTe Hactpowka /
MapameTtpbl / BezonacHocTb ykasatens Ucnonb3oBatb SMART-kapTbl HE BKIMOYEH, TO
OeNCTByeT naporbHas cucteMa naeHTudmrKaumm nonb3osarenen (MMeHa 1 naponun BBOASATCH C
Knasuarypbl);

B cnyyae ucnonb3oBaHna SMART-kapT KIMEHTCKOe NPUoXeHMe Npuy 3anycke nblTaeTcs
MOAKMIYMTBECA K Smart-cepsepy, ykazaHHOMY B HacTponkax. [1py ycnelwHomM noaKmo4eHnm
cepBsep coobLiaeT KNMMeHTy napaMeTpbl TekyLlero nons3osatens. Ecnu xe k cepsepy
MOAKIIOYUTBECA He yAanoch, TO B KOHCOMb rnaBHOro okHa KemHTerpaTtopa 6yaeT BblgaHo
coobLeHne 06 owmnbke cnegytollero cogepxaHns: «Owmbka OTKPLITUSA KaHana
‘\Name\pipe\KVINT_ASE’. He yaaeTcsa HanTu ykasaHHbIA channy,

roe Name — ceteBoe nmsa Smart-cepsepa;

B 3TOM Clny4ae aBTOMaTU4eCKM BKIOYAETCHA NapofibHas cucrema naeHTudmkauum
nonb3oBaTenen, a npunoxeHve bygeT nepnognyeckn NbiTaTtbCA YCTaHOBUTL CBSA3b CO Smart-
cepaepoM. Kak Tonbko cBA3b OyaeT ycTaHOBMEHa, a C cepBepa NosyyeHbl AaHHble O TeKyLLeMm
nonb3oBaTerne, naeHTudmnkauus nonb3osaTenen OyayT Npon3BOAMTLCSA TOMBKO CO Smart-kapT;
npu noctynneHun co Smart-cepsepa coobLieHns o cboe cTaHuMsa nepeknyaeTcs Ha
NaporbHy CUCTEMY MAEHTUUKALMK, O4HAKO CBA3b C CepBEepOM He ByaeT npepaHa. Kak
TONbLKO C cepBepa npugeTt coobLleHne 0 BocCTaHOBNEHUM paboTbl yCTPOMCTBA, cucTema
perucTpauum aBToMaTU4eCcKn NepexnioynTcs o6paTHo;

Mpw npekpalleHnn ces3n co Smart-cepepom (Hanpumep, Npu BbIKIIOYEHUN cepBepa) KNNeHT
TakkKe NepekrnioynNTCa Ha NaporibHYI0 CUCTeMy, XOTA ByaeT nepmoanyecku NbiTaTbCa HaNaauTb
CBA3b C cepBepoM. B crnyyae Bo306HOBNEHMSA CBA3M AaHHbIE O nonb3oBaTtene 6yayT onaTb
nocTynaTb C cepBepa;

KpOMe MMeHMW Nonb3oBaTens, Ha kapTe U B 6a3e gaHHbIX NPOEKTa XpaHUTCH cneumarnbHbIn
yHUKanbHbIM ngeHtudukatop (GUID), yto npensaTcTeByeT MCNONb30BaHMIO B NpoekTe Smart-
KapTbl, 3aperMcTpupoBaHHON B PYroM NpoekTe, U NpeaocTaBnAeT BO3MOXHOCTb GIIOKMPOBKU
Smart-kapT (Hanpumep, npu ytepe);

Kak npy NnapofibHON cucteme naeHTudmKauum nonb3oBaTenen, Tak n Npu ncnonb3osaHnM Smart-
KapT npaBa nonb3oBaTens CYMTbIBAOTCA U3 TekyLlen 6a3bl AaHHbIX NpoekTa. bonee nogpo6Hyto
MHGOPMaLUIO O HACTPOMKe NpaB CM. B AOKYMeHTe «KOMNIeKcbl MporpamMmMHO-TEXHUYECKNE
KBuHT-6. AoMuHucTpupoBaHme npoektoB ACY TI1. PykoBoacTBO nosnb3oBaTensi
MNean.421457.009 N3. 3».
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JIUCT perucrpanuu U3MeHeHH i

Homepa siuctoB (cTpaHul) Bcero Ne Bxoasmui
H3m. JINCTOB JOKYM. Ne comnpo- [Mognuch JlaTta
W3MeHEeH- | 3aMeHeH- | HOBBIX aHHYJIU- (cTpanuu) BOAMTEJIBHOI'O
HBIX HBIX poBaHHbIX | B AOKYM. AOKYM. K /laTa
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